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1. Introduction

In its current form,
artificial intelligence
was institutionalised
within the purview of
the Russian Ministry
of Defense by the late
2010s.

Russian thinking on artificial intelligence (Al), and its application
when it comes to nuclear weapons and strategic environments,
dates back several decades. Early work on neural networks and
their potential use for defense purposes intensified in the early
1960s amidst the widespread interest in cybernetics, driven
primarily by the demands of the military.

For instance, the Scientific Research Institute of Physical Problems,
established in 1962 in Zelenograd, at the initiative of its head,
physicist Vitaly Stafeyev, worked on neural networks for missile
defense!

In 1969, the publishing house of the Ministry of Defense of the
Soviet Union printed a book by colonel-engineer Viktor Bokarev
titled ‘Cybernetics and warfare’. One section in this book was
dedicated to modelling the human psyche. Bokarev concluded
that artificial reasoning could be feasible in the future, yet the
path towards it had many obstacles and the possibility was not
guaranteed.? Throughout the book he pondered over how humans
and machines would interact and what that would mean for
warfare.

The ‘Encyclopedia of the Strategic Missile Forces’, published
in 2009, defines “artificial intelligence in military affairs
[MckyccTBeHHbIN UHTENNEKT B BOEHHOM Aene]” as a:

“.field of research that develops models, systems,

and devices that simulate human intellectual activity
(perception of various information and logical reasoning)

in warfare. [06nacTb UCCNeaoOBaHUM, B paMKax KOTOPOA
paspabaTbiBatOTCSA MOAENN, CUCTEMbI U YCTPOWCTBA,
UMUTUPYIOLLINE UHTENNIEKTYaANIbHYIO AeATENbHOCTb
yesnoBeka (BocnpusATUe pa3nuyHoi nHGopmaLun un
NOrnYeckoe MbllwieHne) B chepe BOOpYyXKeHHOW 60pb6bl.]"

According to the Encyclopedia, the Strategic Missile Forces (RVSN)
were using Al for decision support systems; intellectual systems
and weapons, specifically onboard control systems; and expert
systems. This illustrates RVSN's interest in Al in the era before the
deep learning revolution of the 2010s.

Although this long legacy serves as the foundation for today’s
work on Al in the military field, it is not widely discussed. The
current interest in Al is, to a great extent, inspired by technological
advancements of the past decade.

In its current form, Al was institutionalised within the purview of the
Russian Ministry of Defense by the late 2010s. This was preceded
by high-profile attention and endorsement from President Vladimir
Putin and Defense Minister Sergey Shoigu.*

In 2018, the MoD held its first conference on Artificial Intelligence,
titled ‘Problems and ways to solve them’ and adopted a set of
recommendations to step up work on Al and consolidate the
efforts of multiple stakeholders, including government agencies
and academia.® The conference has been held annually since
then, and from 2021 on it was co-organised with the Government.
Later in 2018, the MoD launched ERA, its military techno park,
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At the scholarly

and policy level, the
discussion in Russia
largely embraced the
idea that Al is about

to become a crucial

— if not the key -
technology that would
determine the future of
warfare.

with Al among its 8 priority research areas.® In the following years,
informatisation and intellectualisation were frequently mentioned
among the priorities of Russian armed forces.’

In 2021, the 46th Central Research Institute (46th TsNII) was
designated as the leading research organisation of the MoD with
respect to development and integration of military-oriented Al
technologies.tIn 2022, a new ministerial department was put in
charge of Al development.® In July 2022, Defense Minister Shoigu
approved the ‘Concept for the activities of the armed forces of the
Russian Federation in the development and application of weapons
systems using artificial intelligence technologies’ (a non-public
document).’®

At the scholarly and policy level, the discussion in Russia largely
embraced the idea that Al is about to become a crucial - if not the
key - technology that would determine the future of warfare.

Vasily Burenok, the head of the 46th TsNIlI, president of the Russian
Academy of Rocket and Artillery Sciences, and one of the most
prominent authors on Al in the military field, summarised his review
of possible uses of Al in warfare as follows:

“Thus, the creation and development of artificial
intelligence systems becomes one of the main venues
for scientific and technological progress. The integration
of Al in the military domain will predetermine the degree
of efficiency of military and combat actions in the

future. [Takum o6pasom, co3gaHne U pasBUTUE CUCTEM
NCKYCCTBEHHOIO MHTENNEeKTa CTaHOBUTCS O4HUM

N3 Ba)KHeMNLIMX HanpaBfeHUin HayYHO-TEXHUYECKOro
nporpecca. BHegpeHue cuctem UM B BoeHHYo o6nacTb
npegonpenennt cteneHb ahPeKTUBHOCTN BOEHHbIX U
60eBbIX AeCTBUiA B 6yayLlem.]”"

Andrey Kokoshin, scholar and former Deputy Defense Minister,
summarises that the use of Al should help:

“..provide state leadership and commanders at all levels with
the highest possible degree of awareness of the political-
military, operational-strategic and tactical situation under
conditions of active information and cyber warfare. Thus,
the ‘fog of war’ noted by Clausewitz should be reduced.
[o6ecneunTb rocygapcTBeHHOMY PYKOBOACTBY M KOMaH-
[lOBaHM1IO BCEX YPOBHEWN MaKCUManbHO BbICOKYHO CTeMNeHb
0CBEAOMJIEHHOCTM O NOMUTUKO-BOEHHON, ONepaTUBHO-
cTpaTernyeckomn n TakTUYeckKoi o6CTaHOBKE B YCITOBUAX
aKTUBHOIo MHGOPMALMOHHOIrO NPOTMBOGOPCTBA U
60pb6bl B KNb6eprnpocTpaHcTBe. TakKUM 06pasoM JOJIXKEH
YMeHbLUATbCA OTMEeYeHHbI KnayseBuuem ‘TymaH
BOMHbI']"?

In multiple publications, military scholars explored how Al can be
applied to improve individual military tasks, ranging from logistics
to air defense or decision-making. In the future, they foresee the
use of Al on an ever-larger scale.™

Authors from the Combined Arms Academy of the Armed Forces
of the Russian Federation writing in their 2023 article ‘Prospects
for the application of Al in troop command and control’, argue that
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Many Russian authors
characterise the
increased interest and
investment among
major powers in military
applications of Al as

an actual or potential
arms race, with the US
and China as the main
competitors.
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the introduction of Al should be comprehensive and fully integrated
into the command cycle, rather than only being focused on specific

tasks.

“In future armed conflicts in the medium term, the center of
gravity will shift to the confrontation between systems that
manage means of attack, control, and intelligence, as world’s
leading countries have chosen the strategy of large-scale
use of Al in their weapons and control systems to ensure
military dominance, and this forces other countries to follow
the same path. [B 6yayLunx BOOpY>XXeHHbIX KOH(IMKTaXxX

B CpefHEeCpPOYHOW NepcrneKTUBE LIEHTP TAXeCTH
nepemMecTMTCsl Ha MPOTMBOGOPCTBO CUCTEM YNpaB/ieHUs!
cpeAcTBaMu NOpaXkeHus, ynpaBieH1sa U pasBeiku, Tak Kak
ANns obecrnevyeHnss BOEHHOro JOMUHUPOBaHUS BefyLimne
CTpaHbl MUpa Bbi6pann CTpaTernto LWMPoKoOMaclTabHOro
ncnonbsoBaHus N B cBOMX cuctemMax BOOPYXEHUN U
yrnpaBfieHUs, a 3TO BbIHY)XAAET U Apyrue cTpaHbl MOWTH
9TUM Xe nyTem.]”™

Similar ideas were expressed in the 2022 article ‘Artificial
intelligence in the management of complex military-technical

systems’ by a group of authors affiliated with RVSN. They describe
cases of Al in commercial and military sectors and conclude that

the future of military contest will see the broad use of Al:

“Thus, victory in the wars of the future will still be won

by humans. Likewise, it will be up to them whether the

war starts or not. However, in the medium term, the

center of gravity of the armed struggle will shift to the

area of confrontation between control systems. Given

the orientation of the United States’ actions to achieve
military dominance through the broad use of artificial
intelligence technologies, the Russian Federation needs

to implement mirror measures. [Takum o6pasom, nobeaa
B BOMHax 6yayLiero no-npexHemy 6yaeT fobbiBaTbCs
noabMu. TOYHO TakK Xe OT HUX ByaeT 3aBUCETb, HAYHETCA
BOWMHa unu HeT. O4HaKo B cpefHECPOYHOM NepcnekTuse
LEHTP TAXECTU BOOPYXEHHOM 60pbObl NEpeMecTmTCS

B 06n1acTb NPOTMBOBOPCTBA CUCTEM YMPaBJIEHUS.
YuuTtbiBaa HanpaBneHHoCTb genctemin CLLUA no
AOCTVMIKEHUIO BOEHHOIO JOMUHUPOBAHMWA UATU MO NyTK
LUMPOKOrO UCNOMb303BaHNA TEXHONTOMUI UCKYCCTBEHHOIO
MHTeNnNeKTa B cucTeMax BOopyxeHus, Poccuinckon
depepauumn He06X04MMO MPUMEHSITb 3epKasibHble
mepbl.]"1®

These authors’ emphasis on the role of the United States as

the main reason for others to follow suit is widely shared. Many
Russian authors characterise the increased interest and investment
among major powers in military applications of Al as an actual or
potential arms race, with the United States and China as the main
competitors.’

At the same time, Russian authors also express caution about the
potentially destabilising role of Al or unintended consequences

of its use in warfare. Different authors emphasise problems
associated with international humanitarian law, technical risks
including those related to communication between the human and
machine, vulnerability to cyber threats (in the worst case this threat
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could result in an unintended conflict including with the use of
nuclear weapons), dangers of overreliance on Al, or challenges of
developing military Al in Russia."”

Roman Durnev, associate member of the Russian Academy of
Rocket and Artillery Sciences, et al. advocate risk assessment for
Al technologies.”® They identify several possible risks, including
both those related to how Al systems are developed and how they
are used. Among the latter, possible risks include Al gradually being
assigned human functions:

“At present, goal-setting is a purely human prerogative.
However, as the use of such Al systems [with goal-setting
functions] will become increasingly beneficial, the volume
of ‘human’ functions transferred to them will also increase.
At a certain stage of development, to ensure the possibility
of ‘rational behavior’ in a complex dynamic environment,
Al systems will be endowed with goal-setting functions. [B
HacTosiLLee BpeMs LiesienosiaraHme — 3To npeporaTuea
cyry6o yenoeeka. Ho B cBSI3u C TeM, YTO MPUMEHEHUNE
Takux cuctem UM 6yneT Bce 6onee BbIrOAHbIM, TO

6yaeT yBennumMBaTbCa 1 06bEM NepefaBaeMbIX UM
«yesioBevyeckux» PpyHKUMin. Ha onpeneneHHoM aTane
pasBUTUSA B LieNIsiX o6ecrnedyeHnsi BO3MOXHOCTU
«paunoHanbHOro NoBeAeHUs» B CNOXHON ANHAMUYHOM
o6cTaHoBKe cucTeMbl MU 6yayT HagensiTbcs U GYHKL MMM
uenenonaraHua.]”®

Among the risks identified are a lack of clear terminology and
murky lines of responsibility (e.g. who will be held accountable
in case an Al-enabled strike unmanned aerial vehicle engages a
target).

Other authors suggest ways to confirm trust in Al technologies
used in military systems, or argue that the issue of the ‘human
factor’ should be addressed in a concrete rather than philosophical
manner: through testing and evaluations of equipment.?°

Having outlined the broad perspective on Al and warfare in Russia,
this paper will delve into the Russian debate on Al and the nuclear
field. This bibliography covers two segments of literature. The
sections on auxiliary functions of managing nuclear forces, early
warning, and command of nuclear forces are primarily drawn from
Russian military journals, such as ‘Military Thought’, whereas

the section on strategic stability and arms control is primarily
drawn from international relations journals. These two segments
represent respective expert communities that only occasionally
overlap. Whereas military authors tend to focus on military and
military-technical aspects, international relations authors look at
the same problems through diplomatic and political lenses. Where
appropriate, scholars’ views are supplemented with practitioners’
and policymakers’' remarks.
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2. Auxiliary
functions

Tasks that are not directly related to command and control (C2) of
nuclear forces are referred to in this paper as auxiliary functions
of managing nuclear forces. Along with Russian military’s growing
interest in Al, researchers explored how these technologies could
be applied to improve logistics, security, and other functions

of RVSN. As evidenced by remarks of RVSN leadership, some
innovations have been introduced into practice.

In 2019, Dmitry Stefanovich, a nuclear policy researcher,
summarised recent writings on RVSN’s interest in Al applied to
logistics.?' This included a 2015 proposal by authors from the
Peter the Great Military Academy of the Strategic Missile Forces.
They put forward a mathematical model of an automated logistics
management system for RVSN mobile group units armed with
ICBMs on mobile ground-based missile systems. The model sought
to upgrade existing methods of logistics management “through
constructive improvement and modernization of control system
elements [3a c4eT KOHCTPYKTUBHOMO YCOBEPLUEHCTBOBAHUSA U
MOZEPHU3aLMMN 3/IEMEHTOB CUCTEeMbI YnpaBneHus]”?? with an
emphasis on automation of tasks, albeit without explicit mention
of Al. The implementation of a proposed model was estimated to
boost performance of several parameters, for instance it would:

“..reduce the duration of the management cycle by a factor
of 1.9 by reducing the time required to gather, process, and
analyse information by an average of 2.8 times, reduce
decision-making time by an average of 1.3 times and
reduce the time required to transmit decisions to operators;
[cokpaTuTb ANUTENbHOCTb LUMKa ynpasfieHusa B 1,9

pa3sa 3a cyeT CoKpallleHUss BpeMeHU c6opa, 06paboTKM

n aHanusa nHdopmaumm B cpefHeM B 2,8 pasa,
COKpaLLleHNsi BDEMEHU NPUHATUSA peLLleHUIn B CpeLHEM B
1,3 pasa, cokpalleHMa BpeMeHU AOBeAeHUS PeLLEeHNU [0
ncnonHutenen]"s

It would also double the likelihood of orders being transmitted in
the face of adversary’s use of nuclear capabilities or electronic
warfare. Overall, the authors argued that it would:

“...improve the organisation, efficiency, and quality of their
[logistics management bodies’] activities in the interests of
complete and timely material support of RVSN military units
and formations in the periods of preparation and wartime.
[moBbICUTL OpraHM3aLuio, onepaTMBHOCTb U KauecTBO

nx [opraHoB MaTepmuasnibHO-TEXHUYECKOro obecrneyeHus)
AesTeNbHOCTM B UHTEpecax NoJIHOroO U CBOEBPEMEHHOI0
MaTepuanbHOro obecrnedyeHusi 4eNCTBUIA BOUHCKUX YacTew
n coeguHeHut PBCH B nepuoabl NOAroTOBKNU 1 BeAeHUs
60eBbIX gencTenin.]"

According to Stefanovich, in 2018, another group of authors
proposed a neural-network-based model that would forecast:

“..the residual operating time of the components of the
Strategic Missile Forces’ missile systems. The model

was built with an emphasis placed on determining the
significance and calculating the weight of diagnostic features
with the aim of subsequent usage for various models of the
weapons and military equipment of the Strategic Missile
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Automated systems
are used for multiple
tasks in the RVSN, not
only related to planning
and controlling the use
of nuclear weapons,
but also to day-to-

day management,
maintenance of their
combat readiness, and
security.

Forces. [Ansa NporHo3mMpoBaHna 0CTaTOMHOrO BpeMeH!
paboTbl 3/1IEMEHTOB paKeTHbIX komnnekcoe PBCH. Mogenb
6blna co3faHa ¢ akLeHTOM Ha onpefesieHne 3HaYMMOCTHU U
pacuyeTa BECOB AMarHOCTMYECKMX MPU3HAKOB C MPULENOM
Ha nocrneaytouiee UCrnosib3oBaHue A5 pasnyHbIX
Mopenei BUBT [Boopy>keHWiA U BOeHHOM TexHuKu] PBCH]."?

The model was only tested on air conditioning equipment, yet
Stefanovich still argued that given RVSN's use of legacy equipment
and multiple extensions of missile systems’ service life, “such
solutions should be very effective in maintaining combat readiness
and cost optimisation. [nogo6Hble peLleHns AONXHbI CTaTb
0YeHb NOJIE3HbIMU B LieNsIX NOALAEPYKaHUS 60eroTOBHOCTU U
onNTMMKU3aLMK pacxoaos..]”2

The most comprehensive analysis of the potential use of Al by

the Strategic Missile Forces was presented in 2021 by officers of
the 4th Central Research Institution of the Ministry of Defense,

Yury Matvienko and Alexander Uvarov.?” Automated systems are
used for multiple tasks in the RVSN, not only related to planning
and controlling the use of nuclear weapons, but also to day-to-day
management, maintenance of their combat readiness, and security.
The authors emphasise a need to improve decision-making in these
areas but highlight challenges posed by the high volume, diversity,
and contradictions of required data:

“With the growth of the general dynamics of warfare,
there comes to the forefront the problem of improving
the quality and efficiency of the decisions made by

the military command authorities, using the available
automated systems in the emerging situation. At the
same time, the information necessary for making such
decisions and collected from various sources, on the one
hand, is quite voluminous and poorly structured, and,

on the other hand, can be contradictory, and sometimes
deliberately distorted by the enemy. [B ycnoeusx pocta
obLwen aMHaMukn 60eBbiX 4ENCTBUI Ha NepBoe

MEeCTO BbIXOAUT Npo6aemMa MoBbIEHNS] KayecTBa U1
onepaTMBHOCTYM BblpabaTbiBaeMbIX OpraHaMu BOEHHOIO
yNpaBJieHUS PELLIEHUI C UCNONb30BaHNEM NMEIOLLMXCS
aBTOMAaTM3MPOBaHHbIX CUCTEM B CKaAblBatoLencs
o6cTaHoBKe. [pn aToM MHbopMaLus, HeobxoamMman ans
NPUHATUS TaKUX PELLEHUI U cobMpaemas U3 pasHbIX
NCTOYHMKOB, C O4HOWM CTOPOHbI, UMEET AOCTAaTOYHO
60/bLIOI 06BbEM M cnabo CTPYKTYpMpoBaHa, a c Apyroun
CTOPOHbI, MOXET 6bITb NPOTUBOPEYNBOW, a MOPOI U
3aBeIOMO UCKa)XE€HHOM NPOTUBHMUKOM.]"28

One way to tackle this challenge, the authors argue, is by using
Al. When creating systems with Al for RVSN, it is important to be
aware of specific characteristics of these technologies:

“Considering, on the one hand, the high uncertainty of

the expected operating conditions of RVSN's [automated
systems], and, on the other hand, the importance of the tasks
they are intended to perform, the training sample should be
large enough to ensure the necessary level of confidence

of military authorities in the decisions derived using Al and
[artificial neural network] technologies.

At the same time, the intellectual tasks to be solved by the
RVSN'’s [automated systems] will be characterised by high
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According to the
authors, required
standards for either
type of Al systems
have not been fully
developed, which is a
major constraint to the
full-fledged integration
of Al into RVSN's
automated system and
military systems more
generally.

variability of initial data and their susceptibility to deliberate
distortions. In this case, unforeseen situations may arise
that simply cannot be anticipated at the state where systems
are trained. As a result, the probability that an [automated
system] with Al and [artificial neural network] technologies
will make a type | or type Il error increases.

[MpuHMMan BO BHUMaHMWeE, C OJHOW CTOPOHbI,

BbICOKYO HEOMPEAENEHHOCTb OXXNAaeMbIX YCTOBUN
dyHkunoHnposaHus AC PBCH, a ¢ gpyroin — Ba>XHOCTb
peLuaeMbix C UX MOMOLLbIO 3afad, obyyatrolas BblI6opka
JOJIXHA UMETb OCTAaTOYHO 60/1bLUON 06bEM, YTOObI
obecneynTb HEO6XOAUMDbI YPOBEHb AOBEPUS OPraHoB
BOEHHOI0 yNpaB/ieHUA K peLleHusIM, NoayvyaeMbIiM C
ncnonb3oBaHneM TexHonorum A n UHC.

BMecTe ¢ TeM ANnf UHTenNeKTyanbHbIX 3ajay, KOTopble
AOoMKHbI pewaTbea AC PBCH, 6yayT xapakTepHbl BbicOKast
N3MEHUYNBOCTb UCXOAHbIX AaHHbIX U UX MOABEPXEHHOCTb
npefHaMepeHHbIM UCKaXeHUsM. B aToM cnyyae moryTt
BO3HMKaTb HenpeaBuaeHHbIe CUTYaLMK, KOTOpble

NPOCTO HEBO3MOXXHO NPeAYCMOTPETb Ha aTane o6yyeHus
CuUCTeMbl. B pesynbTate BO3pacTaeT BEPOSATHOCTb TOrO, UTO
AC c TexHonorusamu M n NHC gonycTtnT owmMbKy nepeoro
unu BToporo poaa.]”®

For the user and contract owner to have confidence in Al and
artificial neural network technologies, their performance needs to
be assessed against functional requirements. Such assessment
would depend upon the type of automated systems with elements
of Al: those that perform tasks traditionally fulfilled by humans and
those that perform tasks not common for humans. In the former
case, performance can be measured against specified outcomes,
while in the latter case requirements are set for the process
(rather than outcome) and include “transparency, interpretability,
robustness, controllability. [npospauHocT[b)], 06bAcCHUMOCT[b],
po6acTHocT([b], KoHTponupyemocT(b]]”

According to the authors, required standards for either type of Al
systems have not been fully developed, which is a major constraint
to the full-fledged integration of Al into RVSN’s automated system
and military systems more generally.®°

Finally, they list eight classes of RVSN tasks that can benefit from
the use of neural networks:

1. “Tasks of communication network management and
optimisation, including the task of finding the optimal traffic
between network nodes, taking into account its current and
predicted state.

2. Tasks of information security of the automated systems [...].

3. Tasks of automated design for effective solutions in the design
of security systems, telecommunication networks of positional
areas, taking into account the long transition period and the
expected operating conditions.

4. Tasks of decision support for military authorities of different
levels in the interests of day-to-day activities and operational
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combat management.

Tasks of guarding (including security video surveillance)
and defense of both stationary and mobile objects, video
reconnaissance and recognition, guarding and defense

of patrol routes of PGRK [transporter-erector-launcher],
engineering reconnaissance of terrain, including the use of
UAVs and robotics complexes.

Tasks of biometric authentication and intellectual analysis of
behavioral features [..].

Tasks of processing signals from sensors related to the
prediction of time dependencies that characterise the reliability
of weapons and military equipment of the RVSN based on the
use of non-linear adaptive extrapolating filters, implemented in
the form of complex neural networks.

Tasks of input recognition, including pattern recognition.

[3ap,alm yrnpaBneHNUA CeTdMun CBA3N N X onTtuMnsauund, B
TOM 4ucne 3agadyn HaxoxXgeHnda ontuManabHOIo Tpad)I/IKa
MexXxnay y3niamMum CeTtu C y4eToM ee TeKyullero hu nporHo3Horo
COCTOAHUA.

3apaun obecneyeHmnsa nHGopmMaLMoHHON 6e3onacHocT AC

[.].

3ajaym aBTOMaTU3MPOBAHHOIO MPOEKTUPOBAHNS AN
nosiydyeHns 3G PeKTUBHbIX peLleHnii Npy NPoeKTUPOBaHUN
cucTem 6e30MacHOCTU, TENTIEKOMMYHUKALMOHHBIX CeTEN
MO3ULMNOHHbIX PANOHOB C Y4eTOM A/IUTEJIbHOIO NEePEXOAHOr0
nepuoga u oXXuaaeMbix yCrioBuit GYHKLMOHUPOBAHUS.

3apaun NoAAEPXKKU NPUHATUS pELLEHNi i OpraHaMn BOEHHOTo
ynpaBieHuUsl pa3HblX YPOBHEN B MHTEpecax NoOBCEeAHEBHOIA
LesiTeNIbHOCTU U oNepaTMBHOIo 60€BOro yrpaB/ieHus.

3apaun oxpaHbl (B TOM YMCIie OXpPaHHOIo BUAEOHA6M0aeHS)
N 060POHbI KaK CTaUMOHapHbIX, TaK U MOABUXHbIX 06 bEeKTOB,
BUAeopasBeAKM U pacno3HaBaHus, oXxpaHbl U 060POHbI
MapLipyToB naTtpynuposaHus NIMPK, nHxxeHepHOW pasBeaku
MECTHOCTU, B TOM YuMCe ¢ ucnosibsoanHmem bIMNJ1A mn
PO6OTOTEXHUYECKMX KOMMEKCOB.

3apaum 6MoOMeTpUYECKON ayTeHTUDUKALUN U
WHTeNNeKTyanbHOro aHanM3a NnoBeeHYecKnX NpUsHaKos ...

3apaun 06paboTKM CUTHAOB C AAaTUYMKOB, CBA3AHHbIX

C MPOrHo3MpoBaHneM BpeMeHHbIX 3aBUCUMOCTEN,
XapaKTepusyrLWmnX HageXXHOCTb BOOPYXEHMUA U BOEHHOW
TexHukn PBCH Ha ocHOBEe NpUMEeHEHUS HENTMHENHbIX
afanTUBHbIX 3KCTPanonampytowmx GunbTpos,
peann3oBaHHbIX B BUAE CNOXHbIX HEMPOHHbIX CETEMN.

3apauv pacnosHaBaHUsa BBOAUMOW MHMOPMaLIUK, B TOM
yucne pacnosHaHue o6pasoB.]”"

In 2018, the Commander of RVSN, Colonel General Sergey
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Karakayev, said that automated security systems (no mention of
Al) were increasingly being used for physical protection of RVSN
nuclear facilities and there was a plan to expand their use to detect
small targets like reconnaissance UAVs:

“Currently, direct physical and antiterrorist protection of
nuclear facilities of RVSN is ensured using automated
security systems in conjunction with technical security
equipment sets. In the near future, it is planned to expand the
capabilities of automated security systems, primarily through
the use of means for detecting and engaging low-altitude
small targets such as reconnaissance UAVs and means for
crossing obstacles by air.

A significant increase in the capabilities of automated
security systems for the early detection of sabotage and
reconnaissance formations of the enemy has already

been achieved through the use of radar and optoelectronic
reconnaissance complexes, as well as a complex with UAVs
as part of the Typhoon-M counter-intelligence combat
vehicle.

The capabilities of the automated security system for
stationary facilities are being enhanced, too. For example,
the regiments of the Kozelsk Missile Division have been
equipped with a new automated security system with robotic
(remote-controlled) firing complexes and new-generation
technical security equipment.

[B HacTosLLee BpeMA HenocpeAcTBeHHana husnyeckas u
aHTUTeppopuUcTUYecKas salmTa aaepHbix 06bekToB PBCH
obecneynBaeTcs NPUMMeEHEHMEM aBTOMaTM3NPOBaHHbIX
CUCTEM OXpaHbl B COBOKYMHOCTM C KOMMJIEKTaMM
TeXHMYECKUX CPeACTB OXpaHbl. Yrke B 6nmKaiLlen
nepcnekTuBe NpegycMaTpuBaeTcs paclunpeHme
BO3MOXHOCTEN aBTOMaTU3NPOBAHHbIX CUCTEM OXpaHbl,

B NepBYyIo o4epenb 3a CYET NMPUMEHEHUS B UX COCTaBe
CpeACTB 06HAPYXXEHWA Y NOPAXKEHUA HU3KOMETALLUX
ManopasMepHbIX Lenen Tuna passebiBatenbHbix bINJ1A n
CpeACTB NPeoAoNIeHNs 3arpaXKAeHUN No BO3AYXY.

3HauynTenbHOe HapalwMBaHne BOSMOXXHOCTEN
aBTOMAaTM3UPOBaHHbIX CUCTEM OXpaHbl Mo
3a61aroBpeMeHHOMY 06HapPYXXEHUIO AUBEPCUOHHO-
pasBefbliBaTe/bHbIX GOPMUPOBAHUIA MPOTUBHUKA

y>Xe ceryac JOCTUTHYTO NPUMEHEHMEM KOMMJIEKCOB
pagMoNoKaLuMoOHHOM U ONTUKO-3IEKTPOHHOWM pa3Be Ky,
a Tak>xe komnnekcom c BINJI1A B cocTaBe 60eBoi
NPOTUBOAMBEPCUOHHOW MaLUUHbI «TakdyH-M».

HapalwuBatoTcs BOZMOXXHOCTU aBTOMaTU3MpoBaHHON
CUCTEMBI OXpPaHbl U CTaUMOHapPHbIX 06beKTOB. Tak,
3aBepLUEeHO oCHalleHune nonkoB Ko3enbCKon pakeTHOM
OVBU3MN HOBOM aBTOMaTU3MPOBAHHON CUCTEMOM OXPaHbl
€ po60TM3MpOBaHHbIMU (AUCTAHLMOHHO yNpaBAsieMbIMK)
CTPeNIb60BbIMU KOMMJIEKCAMU U TEXHUYECKUMMU
cpeAcTBaMu oxpaHbl HOBOrO NoKoneHusa.]” 32
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A year later, Colonel General Karakayev explained that the
introduction of robotic systems into the maintenance of security
required additional research and development work. This included
research into the joint use and control of various robotic systems,
which involved elements of Al. Inter alia, research is focused

on using UAVs as part of automated security system of RVSN
facilities:

“The most important and complex part of this work was

the definition of the principles of identification of detected
objects as ‘friend or foe’ in the [robotic system], including on
the basis of neural networks. [Han6onee BaxxHOI U CNOXXHOWM
YyacTbto 3TON paboThbl SBMNOCH ONpefesieHNe NPUHLMNOB
naeHTUGUKaLUM 06HapyY>KEeHHbIX 06bEKTOB MO NPU3HAaKY
«CBOW — Yy>Xoi» B cocTaBe PTK, B TOM Ynucne Ha OCHOBe
HEeNpPOHHbIX ceTen.]"3

According to Karakayev, some of the research findings had already
been tested in military conditions and would be used in the future
production of robotic systems for RVSN as well as in RVSN staff
guideline documents.

In 2021, Karakayev said that automated security systems of all
mobile and stationary strategic missile complexes that will be
placed on combat duty around 2030 will include robotic systems
and use Al. Among projects under development for the purposes
of securing RVSN facilities, he listed UAVs, systems of technical
vision, target recognition, situational awareness, including with
the elements of Al. According to him, automated security systems
of launch sites of Yars and Avangard missiles were equipped with
Dym-2, a remote-controlled defense complex including salvo fire,
grenade launcher, regular and thermal cameras, etc. Dym-2 can be
either controlled by a human operator or can work autonomously,
Karakayev suggested. In addition, future Sarmat systems will be
protected by remote-controlled turret launchers that use neural
networks and human and object recognition systems .34
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3. Early
warning

Stefanovich (2019) suggested that early warning systems and
related elements of a nation’s military organisation are another area
where Al can be applied:

“Threat assessment and damage prediction are the main
objectives for Al technologies in this case. This can help to
understand the scale of the attack, its source, and possible
intentions as well as quickly develop an adequate response
scenario. [OCHOBHbIMK 3aa4amMu AJ1s TexHosorum N

B 9TOM C/ly4ae sIBAIAKOTCA OLEHKa yrpo3bl U MPOrHO3
ywep6a. 3To MOXXET MOMOYb NMOHATbH MaclTabbl aTaky, ee
NCTOYHUK Y BOSMOXXHble HaMepeHUs, a TakxXe ornepaTUBHO
pa3paboTaTb afeKBaTHbIN CLLeHapuin OTBETHbIX
genctenin]”

As far as the command of nuclear forces is concerned:

“Machine learning and the corresponding technologies

will perform decision-making support functions, including
when it comes to organising maneuvering to pull out

forces and resources from enemy attacks, as well as
optimising retaliation planning. Updating information in

real time, merging data from various sources, and other
modern solutions help to improve the quality of combat
control. [MaluMHHOe 06yyeHue 1 COOTBETCTBYIOLLNE
TEXHONIOrnmn 6yayT BbINOMHATL QYHKLMIO MOALEPXKKU
NPUHATUS PELLEHNIA, B TOM YMCe B YacTW OpraHmMsaumm
MaHeBpUPOBaHWS AJ1F BbIXOAa CUM1 U CPEACTB U3-Noj,
yAapoB MPOTMBHMKA, a TakXXe ONTUMMU3aLUKU N1aHMPOBaHNS
oTBeTHOro yaapa. O6HoBsieHMe MHpopMaLum B peasibHOM
BPEMEHM, CIIUSIHUE JaHHbIX N3 Pa3J/INYHbIX NCTOYHMKOB

W Apyrue COBpPEMEHHbIE peLleHnsi MO3BONSIOT NOBbICUTb
KayecTBO 60eBOro ynpasneHus.|"s

He believes that it is only a theoretical possibility that launches of
nuclear weapons within the Perimeter/Dead Hand system would be
ordered and executed in an autonomous manner, whereas in reality
the human always remains in the loop. Yet, it is not impossible that
this would change:

“However, fully automating the retaliatory nuclear strike is
technologically feasible, so the pre-delegation of authority
to ‘machines’ may well return to the agenda in the event of a
rapid deterioration in strategic stability. [0aHako nonHoCTbiO
aBTOMAaTM3MPOBaHHbIM NPOLECC HAHECEHUS OTBETHOIO
ANEPHOrO yiapa TEXHONOMMYeCKM OCYLLLECTBMM, MO3TOMY

B C/lyyae CTPEMUTENbHOMO YXyALEHUA CTpaTerM4yecKom
CTabUNbHOCTU peLleHmne O NpeaBapuUTeIbHOM
JlenernpoBaHnmn NOHOMOYNIA «MaLLlMHAM» BMOJIHE MOXeT
BEpHYTbCA Ha NOBECTKY AHA.]"3®

In the case where the human remains in the loop, Stefanovich sees
a threat of officers’ overreliance on machine-processed data and
the growth of malicious activities targeting information systems
that produce data used in decision-making.

In the 2020 monograph ‘International security, strategic stability,
and information technology’, Stefanovich further elaborated on the
potential uses of Al for early warning:
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“Machine learning and corresponding technologies will
perform the decision support function during the transition
to retaliatory actions, in particular, in organising maneuvers
of forces and means [military equipment] to evade enemy
strikes, and optimising counterstrike planning. The fusion of
data from various sources and real-time information updates
contribute to improved battle management and situational
awareness. [MalIMHHOe 06y4YeHne U COOTBETCTBYIOLLME
TEXHONOrnm 6yayT BbINOMHATL QYHKLMIO MOALEPXKKU
NPUHATUS PELLEHN NO Mepe Nepexoaa K OTBETHbIM
AeNCTBUSAM, B YaCTHOCTM, NP opraHnsauum
MaHeBpUpoBaHWS A8 BbiBOAA CUM1 U CPEACTB U3-Noj
yAapoB NPOTUBHMUKA, ONTUMMU3ALUMN NSTaHUPOBaHUSA
OTBETHO-BCTPEYHOro yaapa. CnusiHme gaHHbIX U3
pasnnyYHbIX UICTOYHUKOB 1 06HOBNEHNE NHDOPMaL MK

B peasibHOM MacLwTabe BpeMeHU CNOCO6GCTBYHOT
NMOBbILLIEHUIO KayecTBa 60eBOro yrnpaBJieHus n
CUTYyaLMOHHO ocBeoMJIeHHOCTH.]"%

Stefanovich warns that the integration of Al into early warning
systems makes them vulnerable to cyber attacks. This could
become especially dangerous if humans become over-reliant on
judgements made by powerful machines.

Andrey Zhuravlev, Lieutenant Colonel of the Zhukov Air and Space
Defense Academy, made a case for using Al in the field of radar
intelligence in his 2021 article (albeit without references to the
early warning system).®® He argued that due to the uncertain and
dynamic environment, human operators could not efficiently
process huge volumes of radar imagery, which has required signal
processing to be fully automated since the late 1970s. In addition,
new tasks emerge for radar intelligence, such as recognition of
classes of targets, recognition of situations, analysis and prediction
of the environment, and adaptation of radar operation. Such tasks
are poorly served by traditional methods and require new ways,
including those based on neural networks. After summarising the
benefits of neural networks, the authors stresses:

“..the need to introduce neural network technologies in
future information processing systems, primarily in radar
intelligence systems, which require high-speed processing
of large amounts of data in real time to obtain reliable results
about the emerging airspace situation. [Heo6xoanmocT|b]
BHeZpeHUsi HeMpPOCeTEBbIX TEXHOJIOMUI B MepCNeKTUBHbIE
cucTeMbl 06paboTKM MHPOPMaLMK 1 B NepBYo odepeab

B CUCTEMbl pagMosIOKaLNOHHON pa3BefKu, B KOTOPbIX
Heo6Xx0AMMO C BbICOKOW CKOPOCTbIO 06pabaTbiBaTb
60MblUME 06bEMbI JaHHbIX B PeXUME peanbHoro

BPEMEHU AN NONYUYEHUSs [OCTOBEPHbIX Pe3ybTaToB O
CKNajblBalollenca Bo3ayLHon o6¢cTaHoBKe.] "3

According to Zhuravlev, using Al in radar intelligence systems bears
lower risks of an erroneous decision compared to strike systems.
For the same reason it would be conceivable to completely take a
human operator out of the radar intelligence process. Zhuravlev
describes challenges to using neural networks for processing radar
imagery, such as extremely high volume of data that needs to be
processed within fractions of a second; the difficulty of formalising
algorithms and ensuring high quality of their performance; the need
to solve non-traditional tasks; the vagueness of information about
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The information which
the ground control
stations give out has to
be assessed by a human
being for its accuracy.
Otherwise we may end
up in a situation where
as a result of a technical
or software failure an
erroneous decision will
be made about a missile
attack, which could

lead to irreversible
consequences.

the nature of adversary’s actions; the need to operate in different
conditions. He suggests that one would need to thoroughly
examine the tasks performed at each stage of radar imagery
processing and to identify possible ways to improve the quality of
output information with the help of neural networks.

In 2021, two senior defense industry officials commented on the
prospect of using Al in the early warning system. In his interview
on the history of the early warning system, Sergey Saprykin,

chief designer of the Scientific and Research Institute for Long-
Distance Radio Communications (NIIDAR), was asked about the
modernisation or early warning radars and possible innovations
within these, such as through Al. He responded that; “...innovations
that you mention have not been innovations for us for a long time.
[HoBMHKM, 0 KOTOPbIX Bl FOBOPUTE, AJ1A HAC AABHO YXXe He
HOBUMHKMW.]” But he also spoke cautiously about Al:

“But imagine if the locator, designed to prevent a nuclear
missile strike, would start to ‘think’, gain intelligence. The
modernisation is planned, and it concerns capacity building
and measurement capabilities. [Ho npeacTaBbTe cebe,
ecnv nokaTtop, NpeHa3Ha4YeHHbIN 4NsA npegoTBpaLLeHus
paKeTHO-AL4EPHOrO yaapa, HayHeT “gymaTb’, o63aBegeTcs
WHTeNnnekToM. MofepHusaLma NnpeaycMoTpeHa u
KacaeTcsi HapaluMBaHuUs NoTeHUMana u UaMepuTeNbHbIX
BO3MOXHOCTEN.] ™0

Yury Anoshko, director general of Radio Technical and Information
Systems, was also asked about whether elements of Al would be
used at new stations of the early warning system. Anoshko said
that Al technologies were already being used for some tasks but
the decision making ultimately rested with the human for the sake
of avoiding mistakes that could be caused by hardware or software
errors:

“It all depends on what we mean by artificial intelligence
(Al). In fact, it is just mathematical and logical methods for
processing information. They are required when there is
more and more information. Naturally, such methods are
used for processing radar information, operating the station,
and diagnosing its condition. Another question is whether
Al makes decisions. In this case, of course, that is out of the
guestion and cannot happen because the information which
the ground control stations give out has to be assessed by
a human being for its accuracy. Otherwise we may end up
in a situation where as a result of a technical or software
failure an erroneous decision will be made about a missile
attack, which could lead to irreversible consequences. [Bce
3aBUCUT OT TOrO, YTO Mbl MOHUMAEM MO UCKYCCTBEHHbIM
nHtennektToM (MN). Ha caMoM faene, 3To BCEro NMuilb
MaTeMaTM4ecKue 1 iornyeckne MeTofbl 06paboTKm
nHdopmauymmn. OHn TpebytoTcs, Korga nHbopmaymm
CTaHOBUTCA BCe 60/blue U 6onblue. ECTeCTBEHHO,

Takue MeTofbl MCNOMb3YHTCA Npy 06paboTke
pagnonoKaumoHHon nHpopmaumm, B yrpaBsieHUm
CTaHuMewn, B ANarHoCTUKe ee CoCTosHUA. [lpyron Bonpoc,
npuHumaet nu U peweHuns. B gaHHOM cnyyae, KOHEYHO,
06 3TOM peyun He UaeT U He MoXeT MATK. NMoToMy YTo
nHdopmaumsa, KoTopyto ctaHumm CIMPH BbigatoT, omkKHa
OLeHMBATbCS YeNOBEKOM Ha [,OCTOBEPHOCTb. B NnpoTnBHOM
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The performance of the
radar equipment and
command posts made it
possible to establish the
fact of detection of the
launch, but still the final
decision on the validity
of the launch was made
by the personnel, after a
comprehensive analysis
of the parameters of the
launched missile.

cnyyae Mbl MOXXeM MONYYUTb CUTYaLMIO, UTO B pesynbraTe
TeXHUYECKOro N NPOorpaMMHOro c60s 6yaeT NPUHATO
OLWNBOYHOE pellieHne 0 pakeTHOM HanajeHuu, Kotopoe
MOXXET MPUBECTU K Heo6paTUMbIM NoCcieaAcTBUAM.]™!

In 2022, Anoshko was again asked about the use of Al in the early
warning system and urged caution:

“We already use what you call ‘innovations’. But you have
to understand that artificial intelligence in the nuclear
deterrence system is dangerous; your childhood movie
Terminator is just about that. [To, 4yTo Bbl HasbiBaeTe
“HOBMHKaMWM”, y HacC yXxe NpuMeHsieTcs cenyac. Ho Hapo
NMOHUMaTb, YTO UCKYCCTBEHHbIA UHTENNEKT B CUCTEME
A0EPHOr0 cAepXXMBaHUA onaceH, GuabM Ballero AeTcTea
“TepMuHaTop” Kak pas 06 3ToM.]"?

In 2023, the head of the Main Centre for Missile Attack Warning,
Sergey Suchkov, emphasised the central role of human operators
as illustrated by the detection of a DPRK missile launch in March
2022:

“It is commonly assumed that the [missile attack warning]
system operates in a fully automatic mode, and that time

[in March 2022] the technology did not fail either. The
performance of the radar equipment and command posts
made it possible to establish the fact of detection of the
launch, but still the final decision on the validity of the launch
was made by the personnel, after a comprehensive analysis
of the parameters of the launched missile. In that case, it was
the professionalism of the combat crew as an integral part of
the decision-making system that came to the fore. [MpuHaATO
cynTatb, YTo cucTeMa NPH pa6oTaeT B MOMIHOCTbIO
aBTOMAaTMYECKOM PeXMME, U B 3TOT pas TEXHUKA TOXKeE He
nogeena. PesynbTatbl GyHKLUNMOHUPOBAHWUS annapaTypbl
PJ1C 1 KOMaHAHbIX MYHKTOB NO3BOJIN/N YCTAaHOBUTb haKT
06Hapy>XeHWA MycKa, HO BCE K& OKOHYaTeNIbHOE pelLLeHne
0 OCTOBEPHOCTM MycKa NPUHSAN NIMYHbBIA COCTaB, NpoBeas
BCECTOPOHHMI aHaNn3 NnapaMeTpoB CTapToBaBLUEN
pakeTbl. B jaHHOM cnyyae Ha nepBbli NaH Bbllwen
npodeccrmoHannam 60eBoro pacyéra Kak HeOTbeMJIEMOM
YyacTy CUCTEMbI NPUHATUA pelleHna.]™?

The Don-2N radar system, part of the Missile Attack Warning
System and missile defense of Moscow, has also been mentioned
as an example of where Russia draws a line between automation
and human control. According to the commander of missile
defense of Moscow, Major General Sergey Grabchuk:

“The radar system digitally processes big volume of
various types of radar signals enabling it to detect and
track in an automatic mode more than 100 complex
ballistic targets and simultaneously to aim at them several
dozens of anti-missiles. [Ha PJIC peanusoBaHa ungposas
06paboTKa 60/bLLOro KONMYecTBa pasfIMuHbIX TUMOB
pagnonoKauMoHHbIX CUTHaOB, NO3BONAOWMX 06eCneYnTb
06Hapy>eHue 1 CONpoBOXAEHNE B aBTOMaTUYECKOM
pexxume 6onee 100 CNOXHbIX 6aNIUCTUYECKUX Lienelt

M OQHOBPEMEHHO HAaBECTU Ha HNUX HECKOJbKO JEeCATKOB
npoTuMBopaker.]™
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Defense journalist Dmitry Litovkin wrote that even with such
significant automation, the system would not launch anti-missiles,
but rather propose options to the operator who would have to ‘press
the button’ and take responsibility for making the decision.*®
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4. Command
of nuclear
forces

The problem of

human control over
decision-making on
the operation and use
of nuclear forces is not
often addressed in the
Russian literature. When
it is mentioned, authors
usually concur that the
role of the human is
essential in this sphere.

The problem of human control over decision-making on the
operation and use of nuclear forces is not often addressed in the
Russian literature. When it is mentioned, authors usually concur
that the role of the human is essential in this sphere.

For instance, a group of authors from the Defense Ministry’s Center
for Research of Foreign Countries Capabilities stated in 2021:

“In any case, to ensure the security of the Russian Federation,
it is necessary to provide support for decision making
regarding the use of strategic nuclear forces, definitely

using Al as a tool for analysing the dynamically changing
geopolitical and military situation and leaving the final
decision-making power to the relevant officials. [B nto6om
chny4yae ansa obecneyeHmsa 6esonacHocTu Poccuitickon
defepauun HeobxoaMMO obecrnedynBaTb NOALEPXKKY
NPUHATUSA PELLEHUI NO MPUMEHEHUIO CTPaTErMYecKux
AAEPHbIX CU, 06513aTesNIbHO UCNoNb3ysa UM Kak MHCTPYMEHT
aHan3a AMHaAMWYHO MEHSIOLLENCH reornosIMTUYECKON U
BOEHHOW 06CTaHOBKM, U OCTaBsASi 32 COOTBETCTBYOLLUMMU
AOJHKHOCTHbBIMM ILLaMK NPaBO Ha NpUHATUE
OKOHYaTesIbHbIX PELLEHMIN.] ™6

That said, they noted that the question of complete or partial
delegation of the right to use strategic forces such as nuclear
weapons to Al systems was the subject of debate.

In “The prospects of using military robotechnical systems in the
interests of the strategic missile forces’ (2022), Igor Fazletdinov
argues:

“It is important to note that, for the Strategic Missile

Forces, no level of artificial intelligence should be the basis
for excluding humans from the control loop of complex
organisational and technical systems and complexes,

and only humans should retain the absolute right to make
decisions. [BaxHo oTMeTUTb, 4To Ansd PBCH Hukakoi
YPOBEHb UCKYCCTBEHHON MHTENNEKTYyaIn3aunmn He JOSKEH
ABNSATbCA OCHOBAHWEM A1 UCKJTHOUYEHUS YeNoBeKa 13
KOHTYypa ynpaB/IeHUs CNOXHbIMU OpraHU3aLnoHHO-
TeXHUYECKUMU cCUMCTEMaMM U KOMIMJIEKCAMU U TONbKO 3a
HUM JONXHO OCTaBaTbCs abCOMOTHOE NPaBOo Ha NPUHATUE
pelieHus.]™

In 2019, 2020, and 2022, during his annual interviews on the
Strategic Missile Forces Day, Commander of RVSN, Colonel
General Sergey Karakayev, responded to what was essentially the
same question three times: in the future, will RVSN abandon classic
duty shifts due to the advancement of the automated combat
control system? Every time he responded that he did not foresee
the abandonment of duty shifts and emphasised the importance of
human control:

“It will most likely be impossible to completely abandon
duty shifts due to the automation of the combat control
system. One should not forget that strategic missileers
are in the possession of weapons of colossal power that
require constant human attention. We can only talk about
the automation of certain routine operations previously
performed by duty crews. [[TonHocTblo 0TKa3zaTbcs OT
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JEXKYPHbIX CMEH B CBA3M C aBTOMaTM3aLnen CUcTeMbl
60eBOro yrnpaB/ieHus, CKopee BCero, 6y4eT HeBO3MOXKHO.
He HY>KHO 3a6biBaTb, YTO B pyKax CTpaTermyeckux
paKeTUYMKOB HaXOAMUTCS OPYXKME KONOCCasibHOM CUsbl,
Tpebytoliiee NOCTOAHHOMO Ye/T0BEYECKOro BHUMaHUS.
MOXHO roBOPUTb NULLL 06 aBTOMATU3aL MK OTAENbHbIX
PYTUHHbIX OnepaLmin, paHee BbIMOMHAEMbIX AEXYPHbIMU
pacuyéramm.]™e

Karakayev stressed that the system of delivering combat orders

to weapons was automated but not automatic, and the human
presence was mandatory as a guarantee against unauthorised use.
Only some tasks could be automated:

“One can probably speak only about abandoning certain
routine operations performed by duty shifts. Thus, for
example, as it was done with the creation of a system of
remote control and monitoring of the status of command
posts and launchers, which significantly reduced the load
on duty shifts to collect and summarise this data. [MoHo
rOBOPUTb, HABEPHOE, NNLLIb 06 0TKase OT BbIMOSIHEHUS
OTAENbHbIX PYTUHHbIX ONepaunii, BbIMOHAEMbIX
LEeXYPHbIMU CMeHaMU. Tak, HarnpuMep, Kak 3To 6bIs10
cZienaHo npu cosfaHum cUCTeMbl AUCTAHLMOHHOMO
ynpaBJfieHUs1 U KOHTPOJIsl 32 COCTOSIHUEM KOMaHAHbIX
MYHKTOB M NMYCKOBbIX YCTAHOBOK, 3HaYMTEIbHbIM 06pasom
CHMU3MBLLEN Harpy3Ky Ha AeXXypHble CMEHbI N0 CO0PY U
0606LEHNI0 3TUX AaHHbIX.]™°

In 2022, Colonel General Karakayev repeated the same response
again, while adding that the upgraded automated combat control
system that was coming online in RVSN used reliable and advanced
domestic information and telecommunication technologies.%°
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5. Strategic
stability and
arms control

Until recently, Russian
analysis on technical
factors affecting
strategic stability (that
is, advancements in
military technology)

did not include artificial
intelligence.

In the ongoing discussion on the role of nuclear forces in Russia’s
national security, policymakers and scholars have long been
interested in the changing nature of strategic stability and,
accordingly, arms control. The classic definition of strategic
stability, as set in the 1990 ‘Soviet-U.S. joint statement on future
negotiations on nuclear and space arms and further enhancing
strategic stability’, posits that in future negotiations, “the two sides
agree to place emphasis on removing incentives for a nuclear first
strike.” With that as a starting point, the analysis over many years
investigated different factors that affect strategic stability.

Until recently, Russian analysis on technical factors affecting
strategic stability (that is, advancements in military technology)
did not include Al. For instance, in his 2015 article ‘Transformation
of strategic stability parameters: the role of the technological
factor’, Vasiliy Veselov lists the following technological factors
that affect strategic stability and deterrence: “prompt global

strike technologies, new missile defense solutions, spacecraft
defenses, and cyber attack capabilities. [TexHonornm MrHoseHHoro
rno6anbHOro yaapa, HoBble pelieHus B o6nactu MNPO, cpeacTBa
NMopa)eHMsi KOCMUYECKUX annapaTtoB U BO3SMOXHOCTHU
npoBefeHusa knbepaTak.]”

Similarly, Andrei Kokoshin in ‘Strategic stability: Scientific—
technological, military, and political aspects’ (2015) argued that, in
general:

“.it is advisable to view strategic stability as conditions
ensured by reserves of stability that make it possible to
compensate for the influence of external and internal
factors of disturbance. [cTpaTermyeckyto cTabUnbHOCTb
LeniecoobpasHo paccMaTpuBaTh Kak COCTOSIHUE,
KOTOpOe o6ecneymBaeTca 3anacamMm yCTOMYMBOCTH,
NO3BOJIAOLLUMU KOMMEHCUPOBATb BAIMSIHNE BHELLHUX U
BHYTPEeHHMX BO3MyLLatoLmx hakTopoB.]”

These factors include:

“...scientific-technological breakthroughs of a counterpart
that change the role of particular weapon systems in the
whole strategic arsenal, one’s own failures to implement

any systems within the main components of strategic
nuclear forces, etc. [Hay4yHO-TexHUYECKME NPOPbLIBbI
KOHTpNapTHEpa, U3MeHsIloLMe BKa OTAEbHbIX CUCTEM
BOOPY>XEHUSA B BOEHHbIW NOTeHLUKaJsl, CO6CTBEHHbIE
npoeasibl B peanuaaumm Kaknux-nmbéo CUCTEM, BXOASALMX B
COCTaB OCHOBHbIX KOMMOHEHTOB CTpaTernyeckux saepHblx
cun, n 1.n.]"2

Factors offered by Kokoshin include cyber capabilities
(“cyberattacks are becoming another threat to strategic stability
[Npo6nema knbepatak cTaHOBUTCA eLLé oAHUM (HaKTOPOM yrpo3
cTpaTteruyeckoi ctabunbHocT]”®), high accuracy long-range
non-nuclear weapons, threats to the early warning system, in
particular to its space components.

In the late 2010s, Al emerged among factors affecting strategic
stability. In ‘Mapping global strategic stability in the twenty-first
century’ (2018), Dmitri Trenin argues that in the current age,

strategic stability is put into question by politico-military factors
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(the changes in the global strategic landscape, proliferation,
risks of non-state actors acquiring nuclear weapons) as well as
technological innovation:

“On the technology side, the advent of strategic non-
nuclear weapons, progress in cyber technology, the dawn of
artificial intelligence, and the potential emergence of space-
based weapons are all impacting on strategic stability. A
combination of systems based on these types of technology
and nuclear weapons could destabilise the strategic
environment. [Ha cTpaTernyeckyto cTabuibHOCTb BUSIET
W pasBUTME TEXHOOTUIA: NOSABJIEHUE CTPATermMyeckmx
HesiAePHbIX BOOPYXXEHWI, pa3BUTUE KUGEPTEXHOIOMUI 1
MCKYCCTBEHHOrO UHTEIEKTa, BO3MOXHOE pasMeLleHne
BOOPYXXeHWI B KocMoce. CoyeTaHne CMCTEM, OCHOBaHHbIX
Ha 3TUX TEXHONIOMUSAX, C AAEPHbIM OPYXXUEM MOXKET
cepbesHOo AecTabunuampoBaTb CTpaTErMYECKYHO
o6cTaHoBKY.]"%

(At the same time, in another article on strategic stability published
in 2019, Trenin does not mention Al among technological factors.%%)

In an article published around the same time, ‘Three groups of
threats from lethal autonomous weapons systems’ (2018), Vadim
Kozyulin argues that developments in military Al can potentially
breach strategic stability. The disruptive effect of Al will manifest
itself in different ways: for instance, by creating new opportunities
to use nuclear weapons for tactical missions and, vice versa, non-
nuclear weapons for strategic missions thanks to autonomy and
high precision; by changing the model of confrontation in space
due to the introduction of space drones; by boosting cyber and
electronic warfare capabilities that could be used to neutralise
missile systems at launchers.%¢

Kozyulin argues that the rapid spread of drone technology and
competition on the global market for strike drones are another
cause for alarm, just as the development of autonomous swarm
capabilities. The latter concern is echoed by a group of authors
from the Military Academy of the General Staff of the Armed Forces
of Russia and Peter the Great Military Academy of the Strategic
Missile Forces, who argued, in 2021, that Al-enabled swarming
could help the United States hit Russia’s nuclear deterrent with
cruise missiles:

“At present, high-precision long-range air and sea cruise
missiles flying to the targets at extremely low altitudes
remain the main striking power of the U.S. Armed Forces
against the troops and facilities of the RVSN ([strategic
nuclear forces] of Russia). Their strike methods and tactics
have been quite thoroughly tested in modern military
conflicts. It is obvious that the most probable employment
is their sudden (or possibly covert) use with the maximum
possible duration of flight at extremely low altitudes, with
loitering if necessary in the target area, the subsequent
group rearrangement, including ‘swarming’ with the help

of elements of artificial intelligence. Other types of U.S.
Armed Forces (NATO Joint Force) high precision weapons
can also be used against targets of the RVSN: JDAM-type
bombs; cluster bombs with homing warheads; stealth guided
aircraft missiles; as well as Predator reconnaissance and
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Al can be used on
airborne systems for
targeting and making
delivery vehicles more
precise and more
capable of evading
missile defense with the
help of smart decoys.

strike UAVs. [B HacTosALee BpeMs rNaBHOM yaapHOM CUION
BC CLUA npoTue Boiick u o6bekToB PBCH (CAC Poccun)
OCTalTCH BbICOKOTOYHbIE Kpbl/laTble pakeTbl BO3AYLIHOIO
n MopcKoro 6asnpoBaHua 60bLIOro paguyca AencTBus,
neTaAlme K 06beKTaM NopaXKeHUs Ha NpefesbHO MasblxX
BbicoTax. Cnoco6bl HAHECEHMSA YAapOB M TaKTUKa KX
JeiCcTBUIN AOCTATOUYHO NOMHO OTpPaboTaHbl B Xofe
COBPEMEHHbIX BOEHHbIX KOHPANKTOB. O4EBUAHO, YTO
Hanbosiee BEPOATHO UX BHe3anHoe (MM Mo BO3MOXHOCTH
CKpPbITHOE) NPUMEHEHMNE C MaKCUMaSIbHO BO3MOXHOM
NPOAOJIKUTENbHOCTbLIO NMoJsieTa Ha NpeAesibHO MasnbiX
BblCOTaXx, C 6appaMpoBaHWeM Npu HEOH6XOLMMOCTH B
panoHe uenu, nocnegyroLwmm rpynnoBbiM NepecTpoeHNEM,
B TOM 4YUCJIe «POEBOE» MPUMEHEHME C UCMONb30BaAHUEM
3/1IEMEHTOB UCKYCCTBEHHOIO MHTeNeKTa. [1o o6bekTam
PBCH Bo3MOXxHO npumMmeHeHue n gpyrux tunos BTO

BC CLUA (OBC HATO): YAB Tuna JDAM; KacceTHbIX
aBMaboMb c caMOHaBOAALMMUCA 6OEBbIMU 3N1IEMEHTaMU;
Masio3aMeTHbIX yNpaB/iieMblX aBUALMOHHbIX PaKeT, a
TaK)Xe pa3BejblBaTeNibHO-yaapHbIx BNJIA Tuna Predator.]"’

Dmitry Stefanovich argues that Al can be used on airborne systems
for targeting and making delivery vehicles — such as hypersonic
glide vehicles — more precise and more capable of evading missile
defense with the help of smart decoys.® This would favour offense
and, consequently, could incentivise further development of
defensive capabilities.

Viktor Mizin in ‘New tenets for strategic stability and prospects
for strategic arms control’ (2019) calls for a review of the strategic
stability concept and lists Al along with other military innovations:

“However, today the development of an expanded

concept of strategic stability requires a fundamentally

new methodological approach to this concept, taking

into account the peculiarities of the current situation and

the multiplicity of nuclear actors, as well as new types of
weapons (such as cyberweapons, combat drones, artificial
intelligence). All of this calls for innovative approaches to
nuclear arms reduction and missile defense agreements.
Accordingly, strategic stability should encompass not only
the spectrum of nuclear weapons, but also the field of new
strategic instruments of force - space and high-precision
conventional weapons, information weapons and cyber
weapons, and even, given recent developments, the field

of so-called hybrid warfare. [0gHaKko cerogHsa paspa6oTka
pacLlMpeHHONM KOHLeNLMn CTpaTerMyeckom cTabuibHOCTH
npeanonaraeT NPUHUMNMANbHO HOBbIA METOA0NOrNYECKUIA
NOAXOA K 3TOMY NOHSATUIO C y4E€TOM OCOBEHHOCTEN
COBPEMEHHON CUTYaL MM U MHOXECTBEHHOCTU AAEPHbIX
CYy6beKTOB, a Tak)XXe HOBbIX BUAOB BOOPYXeHui (Hanpumep
Knbepopyxxus, 60eBbiX 4POHOB, UCKYCCTBEHHOIO
WHTennekTa). Bce aTo TpebyeT noncka MHHOBALMOHHbIX
NOAX0AO0B K COrlalleHNSIM MO COKpaLLEHUIO AAEePHbIX
BoopyxeHun n no tematuke NMPO. CoOTBETCTBEHHO,
cTpaTernyeckasi cTabubHOCTb A0J/KHA OXBaTbiBaTb He
TOJIbKO CMEKTP siiePHbIX BOOPYXXEHWUI, HO 1 chepy HOBbIX
cTpaTermyeckmux MHCTPYMEHTOB CUJIbl — KOCMUYECKUX U
BbICOKOTOYHbIX 06bIYHbIX BOOPYXXEHUI, UHHOPMALIMOHHOIO
OPYXXUS U KNOEPOPYXUS U flaXKe, C Y4eTOM HeaBHUX
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Cco6bITUI, 061aCTb TaK Ha3biBaeMbIX TMOPUAHbIX BOWH.]"°

A 2019 Higher School of Economics (HSE) report on ‘The new
understanding and ways to strengthen multilateral strategic
stability’ was a high-profile effort to take fresh look on strategic
stability. Co-authored by Sergei Karaganov and Dmitry Suslov, the
report was based on a situational analysis held by nearly a dozen
experts and was endorsed by the Ministry of Foreign Affairs. Rather
than presenting one coherent perspective, it reflected the state
of debate on strategic stability and arms control. The section on
developments in military technology (titled ‘Blurring of the lines
between nuclear and non-nuclear weapons’) featured a detailed,
albeit inconclusive, paragraph on Al:

“Experts did not agree on the artificial intelligence impact
on strategic stability. On the one hand, its advent reinforces
ballistic missile early warning systems, making it possible
to determine the speed and trajectory of adversary missiles
with greater accuracy. On the other hand, it increases

the efficiency of technical intelligence, thus reducing the
survivability of road- and rail-based missiles and strategic
submarines, making them an easier target for counterforce
strikes, including those using non-nuclear high-precision
weapons. In any case, its development and use in the
military sphere, coupled with the modernisation of high-
precision weapons, changes the traditional understanding
of strategic balance and enhances the strategic value of
non-nuclear weapons. [9KcnepTbl He NPULLIM K COrNacuto
0 BO34EeNCTBUN Ha CTpPaTErnyeckyr CTabunbHOCTb
NCKYCCTBEHHOro nHtennekta. C oqHON CTOPOHbI, ero
BHeJpeHue cylecTBeHHO ycunuaet cuctemy ClMPH,
noBbllas TOYHOCTb PacCYeTOB CKOPOCTH U TPAeKToOpUn
pakeT NpoTUMBHMKA. C Apyron CTOPOHbI, OH NOBbIWAeT

3P (deKTUBHOCTb CPEACTB TEXHUYECKOW pasBeaKy,
CHWXXas TEM CaMbIM BbDKMBAEMOCTb MOBUITbHbIX
paKeTHbIX KOMMIEKCOB U CTpaTernyeckmnx nogBoaHbIX
nopoK, fenast ux 6onee 4OCTYNHOW MULLEHbIO A11S
KOHTPCUNOBOTO yAapa, B TOM YUCIIe HEALEPHBIMU
BbICOKOTOYHbIMM BOOPYXeHUAMU. B nto6om cnyyae, ero
pasBuTHE U BHeAPEHME B BOEHHOM cepe B COBOKYMHOCTHU
C COBEpPLUEHCTBOBAHNEM BbICOKOTOYHbIX BOOPYXXEHWIA
MeHSIeT TPagMLMOHHbIE MPeACTaBNEHUS O CTPaTErMYeCcKoM
6anaHce U NpuaaeT HeALEPHbIM BOOPYXXEHUSAM eLLle 6osee
cTpaTermyeckuin xapakrep.]"s°

While addressing new technological challenges was not the central
topic of the report, among top priority measures to strengthen
international strategic stability, the authors recommended:

“Developing rules of military conduct in areas that are

most prone to military clashes, such as information and
communication technologies, high-precision non-nuclear
weapons, outer space, artificial intelligence, as well as rules
and codes of conduct in regional conflicts. [Bbipa6oTka
npaBwi NOBeAEHNSI B BOEHHOW chepe B Hanbonee onacHbIX
C TOYKM 3PEHUSA PUCKA BOEHHbIX CTO/IKHOBEHMI 061acTsaX

— UKT, BbICOKOTOYHbIE HEsIAEPHbIE BOOPYXXEHUS, KOCMOC,
WCKYCCTBEHHbIA UHTENEKT, @ Tak)Ke NpaBui U KOLEKCOB
noBeAeHUe B permoHasbHblX KOHGAUKTax]"'
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As far as Al was concerned, the report deemed it necessary to:

“..work out rules of conduct and common approaches
towards the use of artificial intelligence in the military,
especially military-strategic, sphere. At a minimum, the sides
should understand how other countries address and solve
this issue. [BbipabaTbiBaTh NpaBuia noseAeHUA 1 obLine
noAxofbl K MCNOJIb30BaHWNIO B BOEHHOW, 0COHEHHO BOEHHO-
cTpaTernyeckomn, chepe UCKYCCTBEHHOro MHTeNNeKTa. Kak
MWHWMYM, CTOPOHaM BaXXHO NpeAcTaBnsATb cebe, Kak K
pelleHnIo 3TOro Bonpoca NoAxoAaaT apyrue.]”s?

Yet, overall, the report took a critical look at traditional arms control:
according to the authors, arms control was traditionally one
method to maintain strategic stability, but nowadays it is no longer
fit for that goal.6®

Sergei Karaganov once again emphasised the dangers of Al in his
controversial 2023 article ‘A difficult but necessary decision’ in
which he called for reviving the fear of nuclear weapons and made
a case for why Russia might need to launch a preemptive nuclear
strike on Europe. In describing the strategic context, he mentioned
among other things that “[t]he advance of artificial intelligence
and the robotization of war increase the threat of even unintended
escalation. In fact, machines can get out of the control of confused
elites.” [BHeapeHne NCKYCCTBEHHOrO MHTENIeKTa, po6oTr3aLuu
BOWHbI YyBENMUNBAET Yrpo3y HenpeLHaMepPeHHOM acKanaLlmu.
MalluuHbl MOTYT BbINTU U3-NOA KOHTPOSA pacTepPAHHbIX 3NUT.]%*

In his reaction to the 2019 HSE report, Alexey Arbatov advocated
continuing to pursue arms control to maintain strategic stability
and critically examined military technologies listed by the HSE
authors. While agreeing that the influence of Al on strategic
stability was unpredictable, he argued that;

“The possibility of agreements covering potentially
autonomous strike systems equipped with artificial
intelligence (such as Russia’'s new Poseidon super torpedo)
does not depend on their control system. Politically, this

will depend on the willingness of the powers to put them

on the negotiating agenda, while technically, it will depend
on the type of launchers, their basing, maximum proven
range, and the type of warhead. [BosamMo)xHOCTb 0xBaTa
cornaweHns M1 BEPOATHbIX aBTOHOMHbIX YAAPHbIX CUCTEM,
OCHalLleHHbIX UCKYCCTBEHHbIM UHTEJJIEKTOM (Hanpumep,
HOBOW poccuiCKoi cynepTopreabl «[ToceioH»), 3aBUCUT
He OT UX CUCTEMbI ynpaBfieHUs. ITO B NOSIUTUYECKOM
OTHOLUEHMM By EeT onpefenaTbCsi FOTOBHOCTbIO lepXaB
BKJIOUUTb UX B MOBECTKY NEPEroBOPOB, a B TEXHUYECKOM
— OT TMMNa HocuTenen, ux 6asmpoBaHNs, MakCUMasnbHO
UcnbiTaHHOWM AaNbHOCTM U BUAa 6oe3apsaga.]”s®

Arbatov believes that verifying limitations on Al-equipped weapon
systems such as Poseidon would not be more difficult than
verifying limitations on sea-based ballistic missiles.

The underwater vehicle, that would later be called Poseidon, was
publicly presented by President Vladimir Putin in 2018. It was
declared to be autonomous and capable of being equipped with
nuclear munitions.%® Although Poseidon is regularly mentioned in
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Russian discussions on nuclear issues, the implications of this
weapon system and, specifically, its autonomy when it comes

to strategic stability have barely been studied. In a 2018 article,
Alexander Mozgovoy describes the history of Poseidon and
presents its purpose as being capable of circumventing U.S. missile
defense. In this, autonomy is treated as a given and not investigated
further.®” The same year, Sergey Tselitskiy assessed that three
states (United States, Russia, and China) were developing extra-
large autonomous underwater vehicles (AUV). He argued that
Russia developing a nuclear-armed AUV could become the first
step in the arms race, incentivising not only the United States and
China to follow the same path. He also envisioned that this would
push states to invest in new defensive systems:

“If AUV race escalates, one could expect development of
interceptors for such underwater vehicles that, in its turn,
could contribute to further underwater arms race. [Kpome
TOro, B C/lyYae ackanauum roHKM BOOPYXXEHUI B 061acTum
AHIA [aBTOHOMHbIX HEO6MUTaeMbIX MOABOAHbIX annapaTos]
clnenyeT oxungaTb paspaboTKu cpeacTB Nepexsara
aBTOHOMHbIX MOABOAHbIX annapaToB, YTo ByAeT eLe
CUJIbHee pacKpy4YnBaTb roOHKY NOABOAHbIX BOOPYXXEHUNA.] "%

In 2020, Vladimir Dvorkin questioned the purpose of Poseidon.®®
According to him, in the foreseeable future Russia’s nuclear triad
would provide guaranteed nuclear deterrence of the United States
even without Poseidon, whereas the deployment of Poseidon

could incentivise the Americans to respond and thus would fuel

the nuclear arms race. Dmitry Stefanovich wrote that one can only
speculate at the impact of Poseidon on strategic stability and its
deployment timeline.”® Significantly, none of these articles focuses
on Poseidon’s autonomy and the role of Al. In the 2020 monograph,
Dmitry Stefanovich briefly mentions (without explicit reference to
Poseidon) that a cyber attack against a nuclear-armed AUV can
result in the loss of control over it and the threat of catastrophic
consequences.”’ He is also concerned about the possibility of an
inadvertent collision of autonomous systems belonging to different
powers, both under sea and in other domains.

Colonel A. Mikhailov in ‘Strategic stability in the 21st century’
(2021) argued that nowadays we are witnessing a transition from
the Cold War-type strategic stability to “to global instability caused
by the United States’ desire to maintain its political, military,

and economic dominance on the world stage. [k rno6anbHoi
HecTabUNbHOCTH, BbI3BAHHOW CTpeMeHneM CoeJUHEHHbIX
LLitaToB COXpaHUTb MOMMTUYECKOE, BOEHHOE Y SKOHOMUYECKOE
LOMUHMpOBaHWe Ha MupoBoi apeHe]”’? The author identified

12 factors that “substantively undermine strategic stability,””®
including political, military, and technological. Among them:

“..further development of artificial intelligence technologies
could form a new balance of power in the world and
decisively influence the architecture of global risks and the
geopolitical and geoeconomic situation. [[lanbHeiwee
pasBUTME TEXHONOMMIA UCKYCCTBEHHOIO MHTENIEKTa MOXET
cthopmMUpoBaTb HOBbI 6anaHC CUJT B MUPE U peLlatoLwmm
06pa3oM NOBMIUATb Ha apXUTEKTYPY rMobasbHbIX PUCKOB,
reonofINTUYECKYHo M Fre09KOHOMUYECKYHO CUTyaLmio.]"’

In 2022, Pavel Sevostianov and Viktor Mizin looked into new
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While most arms control
experts conclude that
developments such as
robots with Al, space
and cyber weapons
pose an immediate
threat to strategic
stability and the
reliability of deterrence,
few are clear about the
specific future of their
use.

areas for Russia-U.S. arms control discussions and examined
whether new technologies, including Al, could be subject to future
agreements. Echoing the HSE report, the authors write:

“While most arms control experts conclude that
developments such as robots with artificial intelligence,
space and cyber weapons pose an immediate threat

to strategic stability and the reliability of deterrence,

few are clear about the specific future of their use.

[XoTs 60NbLIMHCTBO CMELManmMcToB Mo KOHTPOJIO

Ha[ BOOPY>XeHUAMU NPUXOAAT K BbIBOAY, YTO

Takue pa3paboTKu, Kak po6oThbl C UCKYCCTBEHHbBIM
WHTENNEKTOM, KOCMUYECKOE U KUBEPOPYXKUE,
€co3JatoT HEMOCPEACTBEHHYIO Yrpo3y CTpaTernyeckon
CTabUNbHOCTU N HAAEXHOCTU CAEPXXMBAHUSA, MaNo KTO
AICHO NMOHMMaEeT KOHKpeTHoe 6yayliee X npuMeHeHus.]"’s

In the end, they argue, any limitations on new types of weapons
including on those based on Al:

“..can only be topics of discussion in future Russian-U.S.
consultations on strategic stability, including discussion
of its new parameters in accordance with new realities.
[MOryT 6bITb NKLLIbL TEMaMU 06CYXKAEHUA B pamKax
6yAYyLLMX POCCUMINCKO-aMepPUKAHCKUX KOHCYbTaLWU No
cTpaTernyeckomn CTabunbHOCTH, BKIKOYas 06CyXaeHune
€e HOBbIX MapaMeTPOB B COOTBETCTBMMU C HOBbIMMU
peanuamm.]"7e

Other authors also briefly mentioned that Al could be subject of
future arms control agreements, including Lyudmila Pankova and
Olga Gusarova and Alexander Ulanov.””

In 2023, the Nuclear Threat Initiative released a report on ‘Reducing
Cyber Risks to Nuclear Weapons’ produced by a Track Il process
between Russian and U.S. experts. The report is not focused on Al
but it briefly mentions cyber risks that could undermine deterrence;
“[clorrupting, spoofing, or poisoning decisionmaker information,

or altering automation or machine-learning applications that may
be integrated into nuclear weapons systems or operations and
used in decision-making support systems.””® The report makes
recommendations through which Russia and the United States
could reduce this and other risks, including by refraining from
interfering with nuclear weapons and related systems and getting
rid of policies that threaten a nuclear weapons response to a
cyberattack.

In “Technological advancements in artificial intelligence and
deterrence of a potential aggressor’, Andrey Protasov, Alexander
Shirmanov, and Sergey Radomanov of the MoD’s 27th Central
Research Institute (historically focused on cybernetics and
computer systems for military purposes) conclude that the impact
of Al on deterrence will be significant and multifaceted but is
ultimately ambiguous. According to the authors, Al technologies
will help collect and analyse great volumes of information in real
time; they will increase the pace of all actions in crises. Moreover:

“Al technologies can change perceptions about the size
of anticipated costs and expected benefits, the balance
between offensive and defensive measures, and the results
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In some groups of

the Russian expert
community, the impact
of Al on strategic
stability is viewed as
far less significant
comparative to other
factors.

of conventional and nuclear deterrence calculations,
eliminating uncertainty in situation assessment, ensuring
near-absolute impartiality in political and military decisions,
and completely eliminating the influence of the human
factor. [TexHonorum UM MoryT uUaMmeHUTb NpeacTaB/ieHns
0 pasmepax npegnonaraeMbiX U3AEPXKEK N OXKMAAaEMbIX
BbIrog, o 6anaHce MexXxay HacTynaTeflbHbIMU U
060pOHUTENBbHBIMU MEPAMU, O pe3ysibTaTax pacyeToB B
06nacTv 06bIYHOMO U AAEPHOMO CAEPXKUBAHWUS, YCTPAHMB
HeonpefesieHHOCTb B OLleHKe 06CTaHOBKMW, 06ecrneuns
NnpakKTU4YeCcKn abCoNTHYO 6eCnpUCTPacTHOCTb
NOSIMTUYECKUX U BOEHHbIX PELLUEeHWUI, MONIHOCTbIO
UCKIIIOYMB BNUAHNE YenoBeyeckoro pakTopa.]””

The authors suggest that these changes can have very different
implications.

One possibility is that with the help of Al, each side would know that
its opponent can anticipate its behaviour, and neither side would
take undesirable steps altogether. “This may result in some sort of
universal deterrence, or absolute strategic stability, enhanced by Al
technologies. [B pe3aynbTaTe MOXeT BO3HUKHYTb HeKoe nogobue
BCeOOLLEro coep>XXMBaHUS, TN abCONKOTHON CTpaTernyeckomn
CTabWIbHOCTHU, YCUNIEHHOW TeXHoNornamm NN, e

But another possibility is the opposite: “But the same
circumstances can also lead to a higher risk of unintended
escalation based on confidence in illusorily assured superiority

and a propensity for risk-taking. [Ho aTu e o6cTosATenbCcTBa
MOFYT NPUBECTU U K 60s1ee BbICOKOMY PUCKY HenpeaHaMepPeHHOW
ackanaumm Ha NoYBe yBEPEHHOCTU B UIINTO30PHO
rapaHTMpyeMOM NpPeBOCX0ACTBE U CKNOHHOCTU K pUcKy.]"®’

The abovementioned review of literature on the impact of Al on
strategic stability should come with a caveat that this area is still
not widely studied, and such a role is not universally recognised.
This is best illustrated by Alexander Savelyev and Olga Alexandria:
in December 2021, they conducted a survey among 20 leading
Russian experts on international security, arms control, and
strategic stability. The participants of the survey were asked to

list factors that have and will continue to have a significant effect
on strategic stability. In their article, Savelyev and Alexandria
analysed the results of the survey: altogether the participants
listed 20 factors (the actual figure was higher, but some factors
were grouped), among those the 7 most mentioned factors were
as follows: space weapons; high precision weapons (including
prompt global strike capabilities and hypersonic weapons); cyber
weapons; missile defense; non-strategic nuclear weapons; third
countries’ nuclear weapons; increased conflict among leading
world powers (Russia — NATO and the United States; United States
- China).® Neither this list, nor the article overall mentioned Al. This
indicated that in some groups of the Russian expert community, the
impact of Al on strategic stability is viewed as far less significant
comparative to other factors.

Commander of RVSN, Colonel General Sergey Karakayev, argues
that new factors will not have a significant effect on deterrence for
now:
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Russia has proposed a
“new security equation”,
encompassing all

types of offensive and
defensive weapons
influencing strategic
stability, as well

as new spheres of
confrontation, such as
cyberspace, outer space
and Al.

“Despite the growth of new dangers and threats in the
information sphere associated with the rapid introduction
of artificial intelligence technologies in new weapons
systems, the use of new capabilities of information and
communications technologies to control forces and disrupt
the control systems of the opposing side, in the near future
the doctrine of deterrence based on the use of nuclear
weapons will remain practically unchanged.

[HecMoTps Ha poCcT HOBbIX OMAcHOCTEN U Yrpo3 B
NMHbOpMaLMOHHOM cepe, CBA3AHHbIX C 6YPHbIM
BHeAPEHNEM TEXHONOMNN UCKYCCTBEHHOMO UHTENIEKTA B
HOBbIX CUCTEMAX BOOPYXXEHUI, UCMOJIb30BAaHWEM HOBbIX
BO3MOXHOCTEN UHPOPMALMOHHO-KOMMYHUKALMOHHbIX
TEXHOJIOrni ANA ynpasneHns BOMCKamMu u

HapyLeHnst paboToCNOCOBHOCTM CUCTEM yNpaB/ieHUSA
NMPOTMBOGOPCTBYOLLEN CTOPOHbI, MPaKTUYECKU
Hen3MeHHbIM B 6mnxanwem byayLiemMm octaHeTcs
JIOKTPUHa CllepXXUBaHUA, OCHOBAHHas Ha NMPUMEHEHUN
AfepHOro opyxwus.]"s

The review of the debate among experts on strategic stability
shows an increasing awareness of the impact of Al. On the

official level, mentions of Al in this context are still more rare. One
prominent example is a statement by Valery Gerasimov, Chief of the
General Staff of the Russian Armed Forces, at a briefing for foreign
military attaches in the end of 2021:

“These days a new approach is required to devising
mechanisms of arms control. Russia has proposed a “new
security equation”, encompassing all types of offensive
and defensive weapons influencing strategic stability, as
well as new spheres of confrontation, such as cyberspace,
outer space and artificial intelligence. [CerogHa Heo6xoanM
HOBbIV NOAXOJ K BbIpaboTKe MEXaHU3MOB KOHTPOSA Hafj
BOOPY>XEHUAMU, NOSTOMY Poccueit 66110 NpeanioXeHo
“HoBOEe ypaBHeHMe 6e30MacHOCTKN”, KOTOpOe OXBaTbiBaeT
BCE TUMbl HacTynaTesbHbIX U 060POHUTENbHbIX
BOOPYXXEHWI, BAUAIOLMX Ha CTPaTErnyecKkyto
CTabUNbHOCTb, @ TaKXe HoBble chepbl NPOTUBOGOPCTRA
— 9TO KMGEPMNPOCTPAHCTBO, KOCMOC, UCKYCCTBEHHbI
WHTenneKT.]"s

However, the security equation (a term used by Russian officials

to describe the scope of issues that should be included in arms
control talks) did not always explicitly include Al. For instance,

in the run-up to the 2021 Russia-U.S. summit, Deputy Foreign
Minister Sergey Ryabkov did not mention Al among factors that
should be included in the security equation.®® Neither did Russian
Ambassador to the United States Anatoly Antonov, only referring to
‘destabilising military technologies.’®

Finally, Secretary of the Security Council Nikolay Patrushev spoke
in favor of putting Al under control of the international community,
albeit without a specific link to nuclear weapons. At the 2021
Moscow Conference on International Security, he said:

“Artificial intelligence, new materials, and synthetic biology
have all become part of modern life. Even today there
are attempts to use these innovations in the interests of
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confrontation between states. It is in our power to put

them under the control of the entire world community

and turn them into instruments of creation rather than
instruments of destruction. [MickyccTBEHHbI UHTENNEKT,
HOBble MaTepualsbl, CUHTETUYECKAs BUONOTNS — BCE 3TO
yXe CTano 4YacTbto COBPEMEHHOM XU3HW. YXXe cerogHs
HabnofaroTCsA NONbITKM UCMONTb30BaHMSA 9TUX MHHOBaLUI
B MHTepecax MeXrocyfapcTBeHHOro npoTuBo6opcTea. B
HalnX cunax NnocTaBMTb UX NOJ KOHTPOJIb BCEFO MUPOBOTO
coobLecTBa U caenatb UX UHCTPYMEHTAMM CO3UAAHMS, A
He OpyAMSAMMU paspyLueHns.]”®’
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6. Conclusion
and recom-
mendations

While it is widely
believed that Al can
improve efficiency
across various military
tasks, there are many
concerns related to
the use of Al and
potential consequences,
including issues of
responsibility and its
performance when it
comes to goal-setting
functions.

As demonstrated in this literature review, Russian authors and
policymakers generally embrace Al as one of several critical
technologies for further military development. While it is widely
believed that Al can improve efficiency across many military
tasks, there are various concerns relating to the use of Al and its
potential consequences, including issues of responsibility and its
performance when it comes to goal-setting functions.

As far as nuclear enterprise is concerned, authors explored how

Al can be applied to improve diverse tasks related to nuclear
weapons, ranging from logistics management and diagnostics to
guarding facilities. Importantly, these various potential cases do
not necessarily imply the actual practice of RVSN, but rather reflect
the general interest in conceptualising how a new technology could
benefit each specific task. While these discussions often mention
that Al systems need to be reliable, there is usually no explicit
analysis of their connection to nuclear C2 and high-level decision-
making.

With respect to early warning and command and control system,
different authors generally agree that a human should remain in

full control, although some concede that fully automating these

systems may be feasible and should not be excluded.

In the debate on arms control, Al is still not universally recognised
as an important factor. Still, those authors who acknowledge

its role tend to consider it a destabilising force. Consequently,

this leads some to argue that Al should be included in the arms
control agenda, albeit there is no obvious clear vision on a possible
deal that would control Al, except for basic confidence-building
measures and exchange of views between nuclear states. Yet,
some Al-enabled weapons may be included into traditional arms
control agreements.

To advance dialogue on Al integration into nuclear C2, force
structure, and decision-making among the P5, states should
consider the following recommendations:

1. Glossary of Al-related terms: There seems to be lack of
common language, which makes not only international — but
also internal- discussions on this topic complicated. States
could start addressing this issue by compiling a glossary of
shared terms that would contribute to mutual understanding.
One possible option is to expand the already existing ‘P5
glossary of key nuclear terms’ with a new section of Al-related
terms or, more broadly, terms related to security of command
and control.

2. ‘Fear-mapping’: Many debates on Al, especially in connection
with nuclear weapons and warfare in general, are infected with
fears of the worst possible scenarios (e.g. that an error in, or an
attack against, Al-enabled system could trigger a nuclear war).
States could address this issue by mapping these fears as they
relate to nuclear C2 and decision-making. This would require
brainstorming all possible fears and concerns, then dissecting
them and analysing how anticipated dangers can be avoided.

3. Feasibility of non-interference: In bilateral arms control
between the Soviet Union/Russia and the United States, there
is a long history of non-interference with national technical
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means. In the recent decade, experts considered whether the
non-interference commitment could be expanded to explicitly
address cyber attacks; to cover non-military assets in space;
and to include more states. States should discuss whether

the idea of non-interference could be applied to Al used in the
nuclear enterprise, for instance what types of targets should be
off-limits to cyber attacks.

4. Dependencies between auxiliary functions and critical
systems: While the use of Al in command and control is
probably the primary concern of states, this is far from the only
way that the nuclear enterprise may be transformed by these
technologies. States should explore to what extent integration
of Al technologies into auxiliary systems may have impact on
functions critical to nuclear C2 and ways to mitigate possible
risks.

5. Alrisk assessment and audit from other fields: States should
learn from the practices adopted in other fields, where risk
assessment and Al safety audits are more mature. In particular,
they should survey ways to establish confidence in the process,
its transparency and interpretability. This can create space
for general discussion about how one tests and evaluates Al
systems and to what extent lessons learned elsewhere could
inform thinking on nuclear decision-making.

6. Stabilising uses of Al: While the debate about strategic stability
leans toward perceiving Al technologies as a destabilising
factor, States should explore ways in which the use of Al could
have a stabilising effect on relations between them.

7. Impact of conventional Al-enabled weapons on nuclear
forces and C2: One of the concerns raised in Russian literature
pertains that Al-enabled drones could be used to target nuclear
forces or C2 infrastructure. States should analyse to what
extent this can be an additional destabilising factor and how it
can be addressed.

8. Regular exchanges: States should agree to meet regularly and
discuss issues related to Al interaction with nuclear C2 and
decision-making, moreover they should attempt to include
Al practitioners into such exchanges to provide for more
substantive dialogue.
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Note on sources

The literature reviewed for this paper includes publications in
leading Russian academic journals (with both a civilian and military
focus) covering international and national security, military, and
international affairs; relevant news stories and official statements.
With some exceptions, the time frame of publications is within five
and half years, between January 2018 and September 2023.
Reviewed journals include:

«  Aerospace Forces. Theory and Practice (BosaywHo
KOCMUYecKue cubl. Teopusa 1 NpakTUKa)

«  Armament and Economics (Boopy»eHne u 3KOHOMMKa)
«  Bulletin of Military Law (BecTHMK BOeHHOTr0 NpaBa)

«  Bulletin of the Academy of Military Sciences (BecTHuk
AKafieMUM BOEHHbIX HayK)

«  Bulletin of the Research Center of the Military Academy of the
Strategic Missile Forces (BecTHuk H/L, BA PBCH)

«  Fatherland’s Arsenal (ApceHan OTeyecTBa)

+  Foreign Military Review (3apy6exHoe BoeHHOe 0603peHUE)
«  Military Thought (BoeHHas Mbic/ib)

+ National Defense (HaunoHanbHasi 060poHa)

+ National Security and Strategic Planning (HaunoHanbHas
6e30MacHOCTb M CTpaTernyeckoe niaHMpoBaHue)

+ National Strategy Issues ([po6nembl HaLWOHaNbHOW
cTpaTerum)

+  News of the Russian Academy of Rocket and Artillery
Sciences (M3BecTus Poccuiickoit akagemMumn pakeTHbIX U

apTUANEePUACKUX HayK)

+  Pathways to Peace and Security (NMyTu K Mupy u
6€30MacHOCTH)

+  Proceedings of the A.F. Mozhaysky Military-Space
Academy (Tpyabl BoeHHO-KOCMUYECKO akageMUN UMEHU
A.®.Moxalckoro)

+ Russia in Global Affairs (Poccust B rno6anbHoi NonmMTuke)

- Russian Military Review (Poccuiickoe BoeHHOe 0603peHue)

+  Strategic Stability (CTpaTernyeckas ctabunbHOCTb)

+  World Economy and International Relations (MupoBas
3KOHOMMKA U MEeXAYHapOoAHble OTHOLLIEHWS)

32 Russian thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making



References

‘Artificial intelligence: USSR, the 1960s’
[MckyccTBeHHbIN nHTEnnekT: CCCP, 1960-€], Russian
Academy of Sciences [Poccuitickas akageMus

Hayk], 9 Aug. 2018, <https://www.ras.ru/digest/
showdnews.aspx?id=7ae0a379-d552-44b5-892¢-
d5633f255bf6&print=1>.

Bokarev, Viktor, ‘Cybernetics and military affairs’
[Kn6epHeTnka n BoeHHoe aeno), Voenizdat, 1969, P. 184.

‘Artificial intelligence in military affairs’ [MckyccTBeHHbI
WHTENNEKT B BOeHHOM fene] in ‘Encyclopedia of the
Strategic Missile Force’, Ministry of Defense of the
Russian Federation, 2009, <https://encyclopedia.mil.ru/
encyclopedia/dictionary/details_rvsn.htm?id=13200@

morfDictionary>.

‘Putin: the leader in creating artificial intelligence

will become the ruler of the world’ [yTuH: nuaep no
CO3[aH1IO UCKYCCTBEHHOrO MHTENIeKTa CTaHeT
BnactenmHoM mupa), TASS, 1 Sep. 2017, <https://tass.
ru/obschestvo/4524746>; ‘Russian Defense Minister
delivered a welcoming speech to the participants of the
conference on artificial intelligence’ [MuHucTp 060poHbI
Poccuu o6paTusics c npuBETCTBEHHbBIM C/TOBOM K
yyacTHUKaM KOH(epeHLUM MO UCKYCCTBEHHOMY
uHTennekTyl, Ministry of Defense of the Russian
Federation, 14 Mar. 2018, <https://function.mil.ru/news
page/country/more.htm?id=12166652@egNews>.

‘Conference “Artificial Intelligence: Problems and
Solutions - 2018" [KoHdepeHLmst «McKycCTBEHHbI
WHTENNEKT: Mpo6/ieMbl U NyTH ux peweHnsa — 2018»],
Ministry of Defense of the Russian Federation, 2018,
<https://mil.ru/conferences/is-intellekt.htm>.

‘Technopolis “Era” launched recruitment of military and
civilian scientists’ [TexHononuc “3pa” oTKpbia Habop
BOEHHbIX 1 rpaXkJaHCcKux y4yeHbix], TASS, 18 Jul. 2018,
<https://tass.ru/armiya-i-opk/5384071>.

See: Maslennikov, Oleg and Kurochkin, Vladimir, Aliey,
Fizuli, Tlyashev, Oleg, ‘On computerizing the armed
forces of the Russian Federation’ [06 nHdbopmaTtusaumm
Boopy»eHHbIx cun Poccuiickon deaepauuu], Military
Thought, 2019, No. 12, P. 57-67; Maslennikov, Oleg

and Aliev, Fizuli, Vassenkov, Alexey, Tlyashey, Oleg,
‘Intellectualization as a major constituent of digitalization
in the Armed Forces of the Russian Federation’
[MHTennekTyanusauus - BaxHas coctasnsaolLas
umdpoBm3aunmn BoopyrkeHHbIx cun Poccuickoi
depnepauunu], Military Thought, 2020, No. 7, P. 67-76.

‘45 years in the service of the Motherland’ [45 neT Ha
cnyx6e PoauHe], Armament and Economics, 2022, No.
3(61), P. 5.

‘Department for artificial intelligence created in the
Ministry of Defense of the Russian Federation’ [B
MwuHo60poHbl PO cospanu ynpaBneHue no paboTte ¢
NCKYCCTBEHHbIM UHTennekToMm], TASS, 17 Aug. 2022,
<https://tass.ru/armiya-i-opk/15492531>.

10

11

12

13

14

15

16

‘Commentary by Russian Foreign Ministry spokesperson
M.V. Zakharova on the activities of the Group of
Governmental Experts of States Parties to the Convention
on Certain Conventional Weapons on lethal autonomous
weapons systems’ [KoMMeHTapuii opuLManbHOro
npeactasutens MU Poccun M.B.3axapoBoi o
JesATenbHOCTH MPynnbl NpaBUTENbCTBEHHbIX 9KCNEPTOB
rocynapcTB-y4acTHUKOB KOHBEHLMM O «<HEFYMaHHOM»
OPY>XWUW MO CMEPTOHOCHBIM aBTOHOMHbIM CUCTEMAM
BOOpY>eHui], Ministry of Foreign Affairs of the Russian
Federation, 23 Aug 2022, <https://www.mid.ru/ru/
foreign_policy/news/1827203/>.

Burenok, Vasiliy, ‘A new paradigm of power struggle
between states based on the application of
artificial intelligence’ [HoBas napagurma cunosoro
NPOTMBOCTOSHWA rOCYyAapCTB Ha OCHOBE NPUMEHEHUS
UCKYCCTBEHHOrO MHTennekTal, Armament and
Economics, 2020, No. 2 (52), P. 8.

Kokoshin, Andrey, ‘Prospects for development of military
technosphere and the future of wars and non-combat
employment of military force’ [[lepcnekTuBbl pa3suTua
BOEHHOW TexHocdepbl 1 6yayLiee BOWH U HE60eBOro
npUMeHeHusa BoeHHo cunbl], Bulletin of the Academy of
Military Sciences, 2019, No. 2 (67), P. 28.

Kutakhov, Vladimir, ‘Information technology development
and its impact on the face of the fighting of the XXI
century’ [PasBuTre MHPOPMALIMOHHbBIX TEXHOMOTUI U UX
BAIMSAHNE Ha 061K 60eBbIx aencTeui XXI Beka], News
of the Russian Academy of Rocket and Artillery Sciences,
2020, No. 2 (112), P. 11-16.

Ishechkin, Boris and Ishechkin, Vyacheslav, Evtikhov,
Sergey, ‘Prospects for the Application of Artifi

cial Intelligence in Troop Command and Control’
[MepcnekTrBbI NPpUMEHEHNSA UCKYCCTBEHHOMO
MHTEeNNEeKTa B yrpaBfeHMN BOCKaMU UHTENIeKTa B
ynpasneHuun Boickamu], Military Thought, 2023, No. 8,
P. 84.

Denisov, I. and Krasnoslobodtseyv, V., Lyubichy, V.,

Raskin, A., Tarasov, ., ‘Artificial intelligence in the
management of complex military-technical systems’
[MckyccTBEHHbIN MHTENMEKT B yrpaB/iIEHUN CIIOXKHbIMY
BOEHHOTeXHUYecknmm cuctemamu], Information Wars,
2022, No. 2 (62), P. 51.

Bashkirov, N., ‘The significance of artificial intelligence
technologies in the XXI century’ [3HauumocTb
TEXHOJIOTMI UCKYCCTBEHHOIO MHTennekTa B XX Beke)],
Foreign Military Review, 2021, No.10, 2021, P. 10-17;
Bashkirov, N., ‘Global competition in the field of artificial
intelligence technologies’ [MupoBoe conepHnyecTso

B chepe TeXHOJIOMNii UCKYCCTBEHHOIO UHTENEKTA],
Foreign Military Review, 2021, No.11, P. 15-26; Vilovatykh,
Anna, ‘Artificial intelligence as a factor in future military
policy’ [McKyccTBEHHbIR MHTENNEKT Kak hakTop
BOEHHOM NonuTuKM 6yayuero], National Strategy Issues,
2019, No. 1 (52), P. 177-192; Burykin, Alexander and
Grachev, Mikhail, Implementing Elements of the Artificial

Russian thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making 33


https://www.ras.ru/digest/showdnews.aspx?id=7ae0a379-d552-44b5-892c-d5633f255bf6&print=1
https://www.ras.ru/digest/showdnews.aspx?id=7ae0a379-d552-44b5-892c-d5633f255bf6&print=1
https://www.ras.ru/digest/showdnews.aspx?id=7ae0a379-d552-44b5-892c-d5633f255bf6&print=1
https://encyclopedia.mil.ru/encyclopedia/dictionary/details_rvsn.htm?id=13200@morfDictionary
https://encyclopedia.mil.ru/encyclopedia/dictionary/details_rvsn.htm?id=13200@morfDictionary
https://encyclopedia.mil.ru/encyclopedia/dictionary/details_rvsn.htm?id=13200@morfDictionary
https://tass.ru/obschestvo/4524746
https://tass.ru/obschestvo/4524746
https://function.mil.ru/news_page/country/more.htm?id=12166652@egNews
https://function.mil.ru/news_page/country/more.htm?id=12166652@egNews
https://mil.ru/conferences/is-intellekt.htm
https://tass.ru/armiya-i-opk/15492531
https://www.mid.ru/ru/foreign_policy/news/1827203/
https://www.mid.ru/ru/foreign_policy/news/1827203/

Intelligence Technology in Advanced ACS of the Surface
Ship and ACS of a Provisional Navy Force Formation
[Peanuzaumsi aneMeHTOB TEXHOSIOM MU UCKYCCTBEHHOTO
MHTesIeKTa B NnepcnekTuBHbix ACY HagBogHOro
kopa6ns n ACY BpeMeHHoro GopMUpoBaHUS CU
BM®], Military Thought, 2021, No. 4, P. 50-57; Antipova,
Samira and Tlyasheyv, Oleg, ‘Artificial Intelligence in
National Security: The Strategic China-US Standoff’
[MckyccTBEHHbIN MHTENNEKT B chepe HaLuoHanbHoM
6€30MacHOCTU: cTpaTernyeckoe npotTuBocTosiHne KHP
n CLUA], Military Thought, 2021, No. 7, P. 130-140.

17 Burenok, Vasiliy, ‘Problems of using artificial intelligence

systems in military affairs’ [[Ipo61embl npuMeHeHus
CWCTEM C UCKYCCTBEHHbIM UHTENIEKTOM B BOEHHOM
nene], News of the Russian Academy of Rocket and
Artillery Sciences, 2021, No. 4 (119), P. 3-6.; Burenok,
Vasiliy and Durnev, Roman, Kryukoy, Kirill, ‘Intelligent
armament: the future of artificial intelligence in

military affairs’ [PasymMHoe BoopysxeHue: 6yayLiee
WCKYCCTBEHHOrO MHTe/IeKTa B BOeHHOM aene], News
of the Russian Academy of Rocket and Artillery Sciences,
2018, No. 2 (102), P. 11-21.; Kruglov, Vyacheslav and
Voskresenskiy, Vladimir, Mursametov, Vladimir, “The
effect of artificial intelligence on military art progress in
leading foreign countries’ [BnnsiHne CKycCTBEHHOMO
WHTENIEKTa Ha pa3BUTME BOEHHOIO UCKYCCTBa
BeAyLmx 3apy6exHbix cTpaH], Military Thought,

2022, No. 9, P. 116-124; Stepanov, A., ‘Main fields of
application of artificial intelligence in the armed forces
of leading foreign countries’ [OcHOBHble HanpaBieHus
NPUMEHEHNUA UCKYCCTBEHHOIO MHTEeJNIeKTa B
BOOPY>XEHHbIX CUNax BeAyLnx 3apy6exHbix cTpaH],
Foreign Military Review, 2021, No. 1, P. 30-35.; Karasey,
Pavel and Yashchenko, Valeriy, ‘Multifactor analysis of
strategic stability in the context of threats to international
information security’ [MHorogakTopHbI aHann3
CTpaTernyeckom cTabunbHOCTU B KOHTEKCTE yrpos
MeXAyHapoAHO! MHPOpPMaLMOHHOM 6e30MacHoCTH],
Bulletin of RSUH. “Informatics. Information security.
Mathematics.” Series, 2019, No. 3, P. 19-35.; Leonoy,
Alexander and Pronin, A., ‘Artificial intelligence in the
service of ... intellect [McKycCTBEHHbIR MHTENNEKT Ha
cnyx6ey ... uHTennekTtal, Armament and Economics,
2022, No. 1 (59), P. 33-56.

18 Durnev, Roman and Guseva, A., Kladukhin, A., ‘On the need

19

20

21

34

to assess the risks of artificial intelligence technology’
[0 HeO6X0AMMOCTM OLIEHKM PUCKOB TEXHOIOT U
nckyccTeeHHoro nHtennektal, News of the Russian
Academy of Rocket and Artillery Sciences, 2023, No. 1
(126), P. 41-46.

Ibid., P. 44.

Burenok, Vasiliy, ‘Artificial intelligence in military affairs’
[MckyccTBEHHbI MHTENNEKT B BOEHHOM Aere],
Fatherland’s Arsenal, 2021, No. 3(53), <https://arsenal-
otechestva.ru/article/1503-iskusstvennyj-intellekt-v-
voennom-dele>.

Stefanovich, Dmitry, ‘Artificial Intelligence and Nuclear
Weapons', Russian International Affairs Council, 6 May
2019, <https://russiancouncil.ru/en/analytics-and-
comments/analytics/artificial-intelligence-and-nuclear-

weapons/>.

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

Isaev, Alexander and Filatov, Vladimir, Fedorov, V.,
Grevtsov, A., ‘Model of automated control system of
material support of military units and formations of the
Strategic Missile Troops in the development of materiel
and technical support system of the Armed Forces of the
Russian Federation’ [Mogenb aBTOMaTU3NMPOBaHHOM
CUCTEMbI yNpaBfieHUs MaTepuasbHbIM 06ecrneyeHnem
BOMHCKUX YacTen u coegnHeHumn PBCH B ycrnoBusix
pasBUTUS CUCTEMbI MaTepranbHO-TEXHUYECKOrO
o6ecneyeHunsa BC PP], National Priorities of Russia.
Series 1: Science and military security, 2015, No. 3 (3), P.
59.

Ibid., P. 63.

Ibid., P. 64.

Stefanovich 2019, op. cit.
Ibid.

Matvienko, Yury and Uvarov, Alexander, ‘Science-
and-technology Issues of Using Artificial Intelligence
Technologies and Neural Network Technologies of

Data Processing in the Automated Systems of Strategic
Missile Forces’ [HayuHo-TexHMYecKMe Npo6nemMbl
NPUMEHeHUsA TEXHONOMMIN NCKYCCTBEHHOIO UHTENEKTa
M HelpoceTeBbIX TEXHONOMMIN 06paboTKN AaHHbIX B
aBTOMaTM3MPOBaHHbIX cMCTEMax PakeTHbIX BOWCK
cTpaTernyeckoro HasHadeHus], Military Thought, 2021,
No. 4, P. 113-118.

Ibid., P. 114.
Ibid., P. 115.
Ibid., P. 116.
Ibid., P. 117.
Tikhonov, Alexander and Reznik, Alexander, ‘Our nuclear
shield remains reliable’ [Haw sgepHbIi WUt ocTaéres

HagéxHbIM], Red Star, 17 Dec. 2018, <http://redstar.ru/
nash-yadernyj-shhit-ostayotsya-nadyozhnym/>.

Tikhonov, Alexander, ‘Nuclear shield of the greatest
reliability’ [laepHbIV WNUT BbicoYaiiliei HagEXHOCTH],
Red Star, 16 Dec. 2019, <http://redstar.ru/yadernyj-shhit-
vysochajshej-nadyozhnosti/>.

Biryulin, Roman and Andreev, Dmitry, ‘Russia’s undeniable
argument’ [BeccrnopHbiit aprymeHT Poccuu], Red Star,
17 Dec. 2021, <http://redstar.ru/besspornyj-argument-
rossii/>.

Stefanovich 2019, op. cit.
Ibid.

Romashkina, Natalya and Markov, Alexey, Stefanovich,
Dmitry, ‘International Security, Strategic Stability,

and Information Technology’ [MexayHapoaHas
6€30MacHOCTb, CTpaTernyeckasi CTabuabHOCTb U
nHbopMaLmoHHble TexHonoruu], IMEMO, 2020, P. 79.
<https://www.imemo.ru/files/File/ru/publ/2020/2020-

017.pdf>.

Russian thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making


http://redstar.ru/nash-yadernyj-shhit-ostayotsya-nadyozhnym/
http://redstar.ru/nash-yadernyj-shhit-ostayotsya-nadyozhnym/
http://redstar.ru/yadernyj-shhit-vysochajshej-nadyozhnosti/
http://redstar.ru/yadernyj-shhit-vysochajshej-nadyozhnosti/
http://redstar.ru/besspornyj-argument-rossii/
http://redstar.ru/besspornyj-argument-rossii/
https://www.imemo.ru/files/File/ru/publ/2020/2020-017.pdf
https://www.imemo.ru/files/File/ru/publ/2020/2020-017.pdf
https://arsenal-otechestva.ru/article/1503-iskusstvennyj-intellekt-v-voennom-dele
https://arsenal-otechestva.ru/article/1503-iskusstvennyj-intellekt-v-voennom-dele
https://arsenal-otechestva.ru/article/1503-iskusstvennyj-intellekt-v-voennom-dele
https://russiancouncil.ru/en/analytics-and-comments/analytics/artificial-intelligence-and-nuclear-weapons/
https://russiancouncil.ru/en/analytics-and-comments/analytics/artificial-intelligence-and-nuclear-weapons/
https://russiancouncil.ru/en/analytics-and-comments/analytics/artificial-intelligence-and-nuclear-weapons/

38

39

Zhuravlev, Andrey, ‘The Chances of Using Artificial
Intelligence in Radar Reconnaissance’ [Bo3MOXHOCTb
NPUMEHEHNUSI UCKYCCTBEHHOTO MHTENIeKTa Npu
BefleHWM pagnosiokaumoHHom passeaku], Military
Thought, 2021, No. 5, P. 82-87.

Ibid., P. 83.

40 Sineva, Milena, ‘General Designer Saprykin: Russia’s

41

42

43

44

missile warning system can track missile launches from
anywhere on the planet’ [[eHKoHCTpyKTOp CanpbIKKH:
CINPH Poccun MOXeT oTCNeAnTb NYCKU pakeT ¢ Nobom
Touku nnaHeTbl], TASS, 15 Feb. 2021, <https://tass.ru/
interviews/10694779>.

‘Yury Anoshko: Russian radars see all airplanes in the air’
[lOpwuit AHowKo: poccuiickue PJIC BuAAT BCe caMoneThbl,
HaxoasAwwecs B Boaayxe], RIA Novosti, 26 Aug. 2021,
<https://ria.ru/20210826/anoshko-1747223211.html>.

Sineva, Milena, ‘General Director: RTI system will
help prevent provocations of NATO ships in the Black
Sea’ [lfeHanpekTop: cuctema ot PTU nomoxeT
npefoTBpalLaTb NpoBoKauun kopabnei HATO B
YepHom mope], TASS, 25 May 2022, <https://tass.ru/
interviews/14707997>.

Kozak, Yulia, “This unique system has been on
continuous duty for more than half a century’ [BoT yxe
60Jiee NosyBeKa HenpepbIBHOE AEXXYPCTBO HECET 3Ta
yHuKanbHas cuctemal, Red Star, 17 Feb. 2023, <http://
redstar.ru/na-boevom-postu-sprn/>.

Kozak, Yulia, ‘They call it the eighth wonder of the world...
[E€ HasbiBalOT BOCbMbIM YyAoM cBeTa..], Red Star, 24
Jan 2022, <http://redstar.ru/eyo-nazyvayut-vosmym-
chudom-sveta/>.

45 Litovkin, Dmitry, “Onyx” and “Granit”: how smart missiles

46

47

choose their targets’ [«OHMKC» 1 «[PaHNUT»: KakK YyMHble
pakeTbl BbI6upatoT cebe Lesb), Gazeta.Ru, 18 Nov. 2021,
<https://www.gazeta.ru/army/2021/11/18/14218657.
shtml>; Litovkin, Dmitry, ‘Missile swarm: how artificial
intelligence controls target engagement’ [PakeTHbii
poOWi: KaK UCKYCCTBEHHbIN MHTENNEKT ynpaBnseT
nopaxexuem uenu], TASS, 15 Mar. 2021, <https://tass.
ru/opinions/10891627>.

Galkin, Denis and Kolyandra, Pavel, Stepanov Andrey,
‘The Condition and Use Prospects of Artificial Intelligence
in Military Affairs’ [CocTosiHMe 1 NepcnekTHBbI
MCNoIb30BaHNA UCKYCCTBEHHOMO MHTENIEKTa B
BoeHHOM fene], Military Thought, 2021, No. 1, P. 115.

Fazletdinov, Igor, ‘The Prospects of Using Military
Robotechnical Systems in the Interests of the

Strategic Missile Forces’ [[lepcnekTUBbI NPUMeHeHUS
pPO60TOTEXHUYECKUX KOMMIEKCOB BOEHHOTO
HasHauyeHUs B MHTepecax PakeTHbIX BOMCK
cTpaTermyeckoro HasHadeHus], Military Thought, 2022,
No. 5, P. 110.

48 Khudoleey, Viktor, ‘All the tasks set for the Strategic

Missile Forces on their 60th anniversary have been
accomplished’ [Bce 3agaum, noctaeneHHble nepes
PBCH B rog ux 60-neTus, BbinosHeHbl], Red Star, 29 Nov.
2019, <http://redstar.ru/klyuchevoe-zveno-triady/>.

49

50

Andreev, Dmitry and Biryulin, Roman, ‘Nuclear missile
shield guarantees Russia’s sovereignty’ [PakeTHo-
A0epPHbIN WKUT rapaHTupyeT cysepeHnTeT Poccuu], Red
Star, 16 Dec. 2020, <http://redstar.ru/raketno-yadernyj-
shhit-garantiruet-suverenitet-rossii/>.

Biryulin, Roman and Andreev, Dmitry, Reznik, Alexander,
‘Russia’s nuclear shield is still reliable’ [AaepHbii wut
Poccun no-npexHemy HaaéxeH], Red Star, 16 Dec. 2022,
<http://redstar.ru/yadernyj-shhit-rossii-po-prezhnemu-

nadyozhen/>.

51 Veselov, Vasili, ‘The role of technological factor in

52

53

transforming parameters of strategic stability’
[TpaHchopmaLms napaMeTpoB cTpaTernyeckoii
CTabUIbHOCTM: POSib TEXHOMOTMYEeCcKoro hakTopal,
Moscow University Bulletin. Series 25. International
relations and world politics, 2015, No. 3, P. 45.

Kokoshin, Andrey, ‘Strategic stability: Scientific—
technological, military, and political aspects’, Herald of
the Russian Academy of Sciences, 2015, No. 85, P. 468,
<https://doi.org/10.1134/S1019331615060039>.

Ibid., P. 470.

54 Trenin, Dmitry, ‘Mapping global strategic stability

55

56

in the twenty-first century’, Carnegie Endowment
for International Peace, 1 Nov. 2018, <https://
carnegiemoscow.org/commentary/77625>.

Trenin, Dmitry, ‘Strategic stability in the changing
world’, Carnegie Endowment for International Peace, 21
Mar. 2019, <https://carnegiemoscow.org/2019/03/21/
strategic-stability-in-changing-world-pub-78650>.

Kozyulin Vadim, ‘Three Groups of Threats from Lethal
Autonomous Weapons Systems’, Russian International
Affairs Council, 14 Nov. 2018, <https://russiancouncil.ru/
en/analytics-and-comments/analytics/three-groups-of-
threats-from-lethal-autonomous-weapons-systems/>.

57 Afonin, I. and Shepilova, G., Pavlushenko, M., Lubentsov,

58

59

A., ‘'On the formation of an information-strike-defense
grouping for the protection of Strategic Missile
Forces facilities’ [K Bonpocy o dopmuposaHum
MH(DOPMaLMOHHO-Y[,apHO-060POHUTENBbHOM
rpynnupoBKM A4 3amTbl 06bekTos PBCH], Bulletin
of the Research Center of the Military Academy of the
Strategic Missile Forces, 2021, No. 2, P. 79.

Romashkina et al. 2020, op. cit., P. 80.

Mizin, Viktor, ‘New tenets for strategic stability and
prospects for strategic arms control’ [HoBble KOHTYpbI
cTpaTernyeckomn cTabuibHOCTU U NEPCNEKTUBDI
KOHTPONA Haf, CTpaTernyeckMMu BOOpyXXeHUAMMU],
Pathways to Peace and Security, 2019, No. 1(56), P. 98,
<https://doi.org/10.20542/2307-1494-2019-1-96-121>.

60 Karaganov, Sergey and Suslov, Dmitry, ‘The New

61

Understanding and Ways to Strengthen Multilateral
Strategic Stability’, Higher School of Economics
University, September 2019, P. 23, <https://eng.
globalaffairs.ru/wp-content/uploads/2020/04/report
strategic-stability.pdf>.

Ibid., P. 7.

Russian thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making 35


https://tass.ru/interviews/10694779
https://tass.ru/interviews/10694779
https://ria.ru/20210826/anoshko-1747223211.html
https://tass.ru/interviews/14707997
https://tass.ru/interviews/14707997
http://redstar.ru/na-boevom-postu-sprn/
http://redstar.ru/na-boevom-postu-sprn/
http://redstar.ru/eyo-nazyvayut-vosmym-chudom-sveta/
http://redstar.ru/eyo-nazyvayut-vosmym-chudom-sveta/
https://www.gazeta.ru/army/2021/11/18/14218657.shtml
https://www.gazeta.ru/army/2021/11/18/14218657.shtml
https://tass.ru/opinions/10891627
https://tass.ru/opinions/10891627
http://redstar.ru/klyuchevoe-zveno-triady/
http://redstar.ru/raketno-yadernyj-shhit-garantiruet-suverenitet-rossii/
http://redstar.ru/raketno-yadernyj-shhit-garantiruet-suverenitet-rossii/
http://redstar.ru/yadernyj-shhit-rossii-po-prezhnemu-nadyozhen/
http://redstar.ru/yadernyj-shhit-rossii-po-prezhnemu-nadyozhen/
https://doi.org/10.1134/S1019331615060039
https://carnegiemoscow.org/commentary/77625
https://carnegiemoscow.org/commentary/77625
https://carnegiemoscow.org/2019/03/21/strategic-stability-in-changing-world-pub-78650
https://carnegiemoscow.org/2019/03/21/strategic-stability-in-changing-world-pub-78650
https://russiancouncil.ru/en/analytics-and-comments/analytics/three-groups-of-threats-from-lethal-autonomous-weapons-systems/
https://russiancouncil.ru/en/analytics-and-comments/analytics/three-groups-of-threats-from-lethal-autonomous-weapons-systems/
https://russiancouncil.ru/en/analytics-and-comments/analytics/three-groups-of-threats-from-lethal-autonomous-weapons-systems/
https://doi.org/10.20542/2307-1494-2019-1-96-121
https://eng.globalaffairs.ru/wp-content/uploads/2020/04/report_strategic-stability.pdf
https://eng.globalaffairs.ru/wp-content/uploads/2020/04/report_strategic-stability.pdf
https://eng.globalaffairs.ru/wp-content/uploads/2020/04/report_strategic-stability.pdf

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

36

Ibid., P. 42.

‘On a new understanding of strategic stability’ [0
HOBOM MOHMUMaHWKN CTpaTernyecKoin cTtabunbHocTy],
International Affairs, 11 Dec. 2019, <https://interaffairs.
ru/news/show/24802>.

Karaganov, Sergey, ‘A Difficult but Necessary Decision’,
Russia in Global Affairs, 13 Jun. 2023, <https://eng.
globalaffairs.ru/articles/a-difficult-but-necessary-
decision/>.

Arbatov, Alexey (ed.), ‘Arms control in the new military-
political and technological conditions’, IMEMO,

2020, P. 21. <https://www.imemo.ru/files/File/ru/
publ/2020/2020-04.pdf>.

Putin, Vladimir, ‘Presidential Address to the Federal
Assembly’, Kremlin, 1 Mar. 2018, <http://en.kremlin.ru/
events/president/news/56957>.

Mozgovoy, Alexander, ‘The “Farewell, America” Weapon’
[Opyxwue «Mpowyait, AMepukal»], National Defense,
2018, No. 3, <https://2009-2020.0borona.ru/includes/
periodics/navy/2018/0314/173723825/detail.shtml>.

Tselitskiy, Sergey, ‘Autonomous underwater vehicles
and the threat of underwater arms race’ [ABTOHOMHble
Heo6UTaeMble NOABOAHbIE annapaTbl M ONacHOCTb
rOHKM NOABOAHbIX BoOpY>eHuit], Pathways to Peace
and Security, 2018, No. 2(55), P. 136, <https://doi.
0rg/10.20542/2307-1494-2018-2-132-136>.

Dvorkin, Vladimir, ‘Who needs a nuclear apocalypse
today’ [Komy cerofiHa Hy>KeH aaepHblit anokaauncuc],
Independent Military Review, 20 Aug. 2020, <https://nvo.
ng.ru/armament/2020-08-20/1_1105_armament.html>.

Stefanovich, Dmitry, ‘Strategic stability at 30+

years: stasis, evolution, or degradation?’ [30+ neT
CcTpaTernyeckom cTabunbHOCTU: CTa3unC, 3BOJIHOLMS UK
nerpagauuna?], Journal of International Analytics. 2021,
Vol. 12, No. 3, P. 128, <https://doi.org/10.46272/2587-
8476-2021-12-3-123-138>.

Romashkina et al. 2020, op. cit., P 80.

Mikhaylov, A., ‘Strategic stability in the 21st century’
[CTpaTernueckas cTtabunbHocTb B XXI Beke], Foreign
Military Review, 2021, No. 7, P. 4.

Ibid., P. 4.
Ibid., P. 5.

Sevostyanov, Pavel and Mizin, Viktor, ‘Crisis of confidence:
the search for new approaches to nuclear arms control’
[Kpusunc moeepus: MoOMCK HOBbIX MOAXOM0B K KOHTPOJTHO
Haj saepHbIM opyxuewm], International Affairs, 2022, No.
1, P. 125.

Ibid., P. 128.

Pankova, Lyudmila and Gusarova, Olga, ‘Innovation-
Technological Breakthroughs: Influence on the Arms
Control’ [MAHHOBALMOHHO-TEXHOMOIMYECKME NPOPbIBbI:
BNIUSIHWE Ha CUCTEMY KOHTPOJIS HaZ BOOPYXXeHUAMMY],
World Economy and International Relations, 2019, vol.

78

79

80

81

82

83

84

85

86

87

63, No. 6, P. 70-83, https://doi.org/10.20542/0131-
2227-2019-63-6-70-83; Ulanov, Alexander, ‘Prognostic
assessment of development trends in armed struggle
assets and methods of their employment in future
warfare’ [[porHocTuyeckas oueHka TeHAeHL i
pasBUTUS CPEACTB BOOPYXXEHHON 60PbObl U CNOCO60B
UX NpYMeHeHus B BoMHax 6yayuiero], Military Thought,
2022, No. 8, P. 37-50.

‘Reducing Cyber Risks to Nuclear Weapons: Proposals
from a U.S.-Russia Expert Dialogue’, Nuclear Threat
Initiative, Sep. 2023, P. 8, < https://www.nti.org/wp-
content/uploads/2023/09/FINAL-Reducing-Cyber-Risks-
to-Nuclear-Weapons_9.15.pdf>.

Protasov Andrey and Shirmanov, Alexander, Radomanoyv,
Sergey, ‘Technological Advancements in Artificial
Intelligence and Deterrence of a Potential Aggressor’
[TexHOnoruueckme paspaboTku B o61acTu
WCKYCCTBEHHOIO UHTENNEKTa U Caep)KMBaHue
noTeHumanbHoro arpeccopa], Military Thought, 2023,
No. 11, P. 79-80.

Ibid.

Ibid.

Savelyev, Alexander and Alexandria, Olga, ‘Unity of
means and divergence of ends’ [EanHcTBO cpeacTs u

pacxoxjeHue uenei], Russia in Global Affairs, 2022, No.
2, <https://globalaffairs.ru/articles/edinstvo-sredstv/>.

Karakayev, Sergey, ‘On the use of strategic missile forces
in future wars’ [K Bornpocy o npumMeHeHnn pakeTHbIX
BOWICK CTpaTErmyeckoro HazHayeHusl B BOMHax
6yayuiero], Military Thought, 2023, No. 2, P. 10-11.

‘Russia’s “security equation” can strengthen global
stability — General Staff’, TASS, 9 Dec. 2021, <https://
tass.com/defense/1373247>.

‘Security Equation. Sergei Ryabkov on how the

meeting between Putin and Biden will help resolve the
contradictions between Russia and the United States’
[YpaBHeHue 6esonacHocTu. Ceprei PA6KoB — 0 TOM,
Kak BcTpeya NyTuHa n bangeHa nomMoXeT paspelmnTb
npotmeopeumnsi Poccun u CLUA], Lenta.Ru, 2 Jun.

2021, <https://lenta.ru/articles/2021/06/02/ryabkov
interview/>.

‘Ambassador identifies main factors in creating

a “security equation” with the United States’

[Mocon HasBan rnaBHble hakTopbl Mpw

CO3/JlaHnM «ypaBHeHMUs1 6e30MacHOCTU» C

CLUA], RBC, 13 Jul. 2023, <https://www.rbc.ru/
politics/13/07/2021/60ece26d9a7947227c20d2f0>.

‘Speech by Secretary of the Security Council of the

Russian Federation, Army General Nikolai Patrushev at
the IX Moscow Conference on International Security
MCIS-2021’ [BbicTynneHue cekpeTaps CoBeTa
BesonacHocTu Poccuiickoin @epepaunu reHepana
apmuu Hukonas MaTtpywesa Ha IX MockoBckoM
KOH(epeHL N No MeXAYHaPOAHON 6e30MacHOCTH
MCIS-2021], Ministry of Defense of the Russian
Federation, 2021, <https://mil.ru/mcis/news/more.
htm?id=12369151@cmsArticle>.

Russian thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making


https://interaffairs.ru/news/show/24802
https://interaffairs.ru/news/show/24802
https://eng.globalaffairs.ru/articles/a-difficult-but-necessary-decision/
https://eng.globalaffairs.ru/articles/a-difficult-but-necessary-decision/
https://eng.globalaffairs.ru/articles/a-difficult-but-necessary-decision/
https://www.imemo.ru/files/File/ru/publ/2020/2020-04.pdf
https://www.imemo.ru/files/File/ru/publ/2020/2020-04.pdf
http://en.kremlin.ru/events/president/news/56957
http://en.kremlin.ru/events/president/news/56957
https://2009-2020.oborona.ru/includes/periodics/navy/2018/0314/173723825/detail.shtml
https://2009-2020.oborona.ru/includes/periodics/navy/2018/0314/173723825/detail.shtml
https://doi.org/10.20542/2307-1494-2018-2-132-136
https://doi.org/10.20542/2307-1494-2018-2-132-136
https://nvo.ng.ru/armament/2020-08-20/1_1105_armament.html
https://nvo.ng.ru/armament/2020-08-20/1_1105_armament.html
https://doi.org/10.46272/2587-8476-2021-12-3-123-138
https://doi.org/10.46272/2587-8476-2021-12-3-123-138
https://doi.org/10.20542/0131-2227-2019-63-6-70-83
https://doi.org/10.20542/0131-2227-2019-63-6-70-83
https://www.nti.org/wp-content/uploads/2023/09/FINAL-Reducing-Cyber-Risks-to-Nuclear-Weapons_9.15.pdf
https://www.nti.org/wp-content/uploads/2023/09/FINAL-Reducing-Cyber-Risks-to-Nuclear-Weapons_9.15.pdf
https://www.nti.org/wp-content/uploads/2023/09/FINAL-Reducing-Cyber-Risks-to-Nuclear-Weapons_9.15.pdf
https://globalaffairs.ru/articles/edinstvo-sredstv/
https://tass.com/defense/1373247
https://tass.com/defense/1373247
https://lenta.ru/articles/2021/06/02/ryabkov_interview/
https://lenta.ru/articles/2021/06/02/ryabkov_interview/
https://www.rbc.ru/politics/13/07/2021/60ece26d9a7947227c20d2f0
https://www.rbc.ru/politics/13/07/2021/60ece26d9a7947227c20d2f0
https://mil.ru/mcis/news/more.htm?id=12369151@cmsArticle
https://mil.ru/mcis/news/more.htm?id=12369151@cmsArticle

The European Leadership Network (ELN) is an
independent, non-partisan, pan-European NGO

with a network of over 300 past, present and

future European leaders working to provide practical
real-world solutions to political and security challenges.

Contact
Published by the European Leadership Network, November 2023

European Leadership Network (ELN)
8 St James's Square
London, UK, SE1Y 4JU

@theELN | europeanleadershipnetwork.org
Published under the Creative Commons Attribution-ShareAlike 4.0
© The ELN 2023

The opinions articulated in this report represent the views of the

authors, and do not necessarily reflect the position of the European

Leadership Network or any of its members. The ELN'’s aim is to
encourage debates that will help develop Europe’s capacity to
address pressing foreign, defence, and security challenges.

Russian thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making

37


http://europeanleadershipnetwork.org

EUROPEAN
LEADERSHIP
NETWORK

European Leadership Network
8 St James's Square

London, SET1Y 4JU

United Kingdom

Email: secretariat@europeanleadershipnetwork.org
Tel: 0203 176 2555

Followus 3 @ @ B
europeanleadershipnetwork.org



mailto:secretariat@europeanleadershipnetwork.org
https://www.facebook.com/europeanleadershipnetwork
https://www.linkedin.com/company/european-leadership-network-for-multilateral-nuclear-disarmament-and-non-proliferation
https://www.youtube.com/channel/UCcDeKSpJJJmZTAtZtAnVytA
https://twitter.com/theELN
http://www.europeanleadershipnetwork.org

